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Abstract

Asynchronous reactive systems form the basis of a wide rahgeftware systems, for instance
in the telecommunications domain. It is highly desirableigmrously show that these systems are
correctly designed. However, traditional formal appreeto the verification of these systems are
often difficult because asynchronous reactive systemdlygassess extremely large or even infinite
state spaces. We propose an Integer Linear Program (ILPnhgdbased property checking frame-
work that concentrates on the local analysis of the cyclitav®r of each individual component of
a system. We apply our framework to the checking of the buffemdedness and livelock freedom
properties, both of which are undecidable for asynchromeastive systems with an infinite state
space. We illustrate the application of the proposed cingakiethods to Promela, the input language
of the SPIN model checker. While the precision of our framdgw®@mains an issue, we propose
a counterexample guided abstraction refinement procedsedbon the discovery of dependencies
among control flow cycles. We have implemented prototypésteith which we obtained promising

experimental results on real life system models.

Index Terms

Software Verification, Formal Methods, Property Checkimgeger Linear Programming, Static
Analysis, Abstraction, Refinement, Counterexamples, Asyonous Communication, Buffer Bound-

edness, Livelock Freedom, Control Flow Cycles, Cycle Dépegies, UML, Promela

. INTRODUCTION
A. Motivation

This paper aims to provide a scalable and efficient frameviorichecking undecidable
properties for systems with a potentially infinite statecgpa/le will also present a com-
prehensive implementation of the suggested verificatigorageh in the form of a fully
automated software tool together with the practical evadneof the tool.

A large number of distributed systems have their componamgsically distributed among
different computers. The physical separation of compaerakes it impossible for compo-
nents to share memory. As a consequence, the only possilsleamism for inter-component
communication is through message sending and receiving ayaputer networks, which
in practice are often asynchronous. Examples of the coreddelass of systems include
communications systems, embedded software systems, #whdtzbased systems, among
many other types of systems that we are using on a daily bAstharacteristic feature

of these systems is that they are mostly used to continucestye requests from their
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environment rather than deliver some final computationltesand then terminate. In this
paper we refer to this class of systemsaggnchronous reactive systerk®r such systems a
correct design is vital to providing services of high qualithis becomes even more important
when these systems perform safety-sensitive tasks, diegefailure may cause tremendous
inconvenience, high costs, and a potential endangermemuwfan lives. However, it is
extremely challenging to automatically check properties dsynchronous reactive systems
since they are usually very complex and possess very largeeor infinite state spaces. This
impedes the application of finite-state verification tegueis, such as model checking [15].

We propose an automated but incomplete property checkargework for asynchronous
reactive systems based on property-specific abstractioteger Linear Program (ILP) solv-
ing and counterexample-guided abstraction refinement.approach avoids the exhaustive
enumeration of the global state space of a system and is leaphbnalyzing systems with
an infinite state space. We apply the framework to check twgomant properties, namely
buffer boundedness and livelock freedom. These two prigiseaire of particular importance
to the design of asynchronous reactive systems: Buffer dedmess avoids buffer overflow
and the resulting loss of messages. In addition it helps &l aoftware models to finite
state verification. Livelock freedom assures that a softwaystem always makes progress
and responds to its environment.

The checking methods that we devised within the framewoek edficient and scale to
large software models, as both theoretical and experirheegalts show. This is owed to
the abstraction techniques that we use, which are focusinthe cyclic message passing
behavior of each component of a system. Our framework isitedgly incomplete since
the properties that we check are undecidable. As a consegueur framework either
proves the satisfaction of a property, or returns an inagieé verdict indicating that the
property may or may not be satisfied by the system that we amalihis imprecision is
due to the potential coarseness of the abstractions thapraperty checking framework
uses. To address this imprecision we have devised an awgdnecaunterexample guided
abstraction refinement procedure based on the discoverypaidiencies among control flow
cycles. Cycle dependency discovery requires the analygisogram code, which is a costly
procedure with exponential complexity. However, once eydépendencies are discovered,
they can be efficiently encoded into additional linear ireddies that may rule out certain
spurious behavior to refine the abstraction. Moreover, wegdeour verification methods in

such a way that the costly refinement procedure is called whign needed, i.e., when a
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counterexample is found, and the refinement focuses on bagetcycles that may contribute
to the potential property violation caused by the found ¢erexample. Finally, the resulting

cycle dependencies may remove a possibly infinite numbeowfterexamples that share the
same cause of spuriousness.

Our verification framework can be applied to any communigatiinite state machine
based modeling languages, such as, for instance, Pron&|e&gBL [26] and UML RT [66],
[67]. The application of the framework to a particular langa may require devising code
abstraction techniques that are tailored to the syntabficacteristics of that language. In this
paper, we choose to use Promela to illustrate how automatiel abstraction techniques are
devised. Promela is the input language for the SPIN modetkeneOur choice of Promela
is motivated by convenience. For one thing, Promela possdbe salient features of many
concurrent modeling and programming languages, such asigency and message passing.
We therefore predict that the application of our method teeptmodeling languages for
asynchronous reactive systems will be straightforwardidddhat we disregard the syntactic
limitations that the SPIN system imposes to restrict Pramnmebdels to finite size, such as
finite buffer capacities. Hence, our models are not a primitdi state. Even though the
main objective of our paper is not to compete with model chegkby using Promela we
are able to compare the performance of our property checkppgyoach with finite state
model checking, when applicable. Second, there are a largéer of Promela models for
asynchronous reactive systems in the public domain [1][T2] which permits us to perform
an extensive experimental evaluation. Finally, the SPIbl emvironment provides us with
a convenient infrastructure for the Promela language. Madadility of this infrastructure
greatly facilitates the implementation of our property atieg framework.

We have implemented a fully automated prototype tool caledo which we applied to
real life system models. Th@iclo tool checks both buffer boundedness and livelock freedom
for Promela models.

It should be noted that our checking methods can be used tlyzenanodels where
synchronous communication and shared variables are aézb hesides asynchronous com-
munication. The behavioral constraints caused by syncummommunication and shared
variables are initially disregarded in the abstraction oh@del, and will be later considered

and analyzed during abstraction refinement.
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B. Related Work

To the best of our knowledge there are no other formal mettloalscan automatically
or efficiently check buffer boundedness and livelock freedor infinite state systems, as
discussed in the following:

1) Formal Verification: Theorem proving based approaches [12] express the behavior
the considered system as axioms and the checked propestiesnaulas in a chosen logic
framework. The validation of the properties is then achietierough the construction of
proofs that the system behavior axioms entail the propestyn@ilas. For large complex
software systems, such an approach is often very expermgwneanding human intervention
that requires profound knowledge of logics.

On the contrary, explicit state model checking techniq@&} fely on the fully automated
exploration of the whole reachable global state space ofstesyin search for property
violation. Such an exhaustive approach suffers from thé-kvedwn state explosion problem.
Model checking techniques also become incomplete wheneappd infinite state systems.
Many solutions have been proposed to address the statesexploroblem, including most
notably symbolic model checking [53] and partial order mhn [59], among others.

2) ILP Based Verification:Verification techniques based on ILP solving have been pro-
posed in [18], [19], [27]. In these techniques, the controivflinformation of a system
is over-approximated by a set of integer linear equatiolledtatate equations. The state
equation based approach is mainly used for the verificatioreachability properties for
synchronous systems, and in particular cannot check bbffendedness. Moreover, when
checking liveness properties such as livelock freedong #mpproach generates non-linear
inequalities. A solution to this nonlinearity problem is ttansform non-linear inequalities
to linear ones by restricting the number of computation stefpa system. This, however,
can only prove the satisfaction of the property within aaerfinite humber of computation
steps [19].

3) Formal Verification of Infinite State System&n asynchronous reactive system may be
an infinite state system. The verification problems of vagimiinite state system modeling
formalisms have been studied, including Communicatingt&istate Machines (CFSMs)
[13], counter machines [39], and Petri nets [28], amongrstiidany checking problems are
decidable only for subclasses of these formalisms [31].

4) Buffer Boundedness Analysisf13], [29], [30], [32], [35], [36], [41], [43], [64] can

determine buffer boundedness for some subclasses of CFStdnsy. However, these sub-
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classes are very restrictive and thus often not useful ictige [60] describes a semi-complete
boundedness checking algorithm for general CFSM systerighvwill never terminate on
an unbounded system and therefore has little practical[58gproposes an incomplete and
inefficient method that first abstracts a CFSM system into ta Ret and then determines
the boundedness of the resulting Petri net. A more efficieethod was earlier proposed
by Brand and Zafiropulo in [13]. Similar to our approach, theiethod is based on a
combinatorial analysis of the message passing behaviowowfra flow cycles in CFSM
systems. The complexity of their test is however exponemtighe number of control flow
cycles, which is in contrast to the polynomial complexityafr test. It is also impossible
to construct counterexamples to boundedness straigtafdiyfrom their test. [41] proposes
an unboundedness test based on a sufficient condition fayumtled executions. The test
is incomplete and has an exponential complexity. Boundéeéduding has been studied for
Kahn process networks [34], [58] and recently for Petri fg1$, to avoid scheduling schemes
of system executions that may potentially generate an urdex number of messages.

5) Livelock Freedom Analysisthe verification of livelock freedom for finite state systems
are mainly tackled by explicit state model checking techegs[25], [38] that search for
non-progress global cycles. [37] improves the efficiencynaidel checking approaches by
constructing a testing automaton that represents all thedotiked behavior. However, it
still relies on the construction of a global state space Wwh&exponential in the size of
the system. Livelocked executions are interpreted in Comaating Sequential Processes
(CSP) as divergences. [63] gives a model checking appraachdck divergence freedom
for systems with a finite number of states. This is the thedrjivelock checking behind
the FDR model checker [33]. None of the above mentioned tgales can check livelock
freedom for infinite state systems.

6) Abstraction: Symmetry-based state space reduction techniques [40gsslanultiple
process instantiations, based on the observation thaanoss of each component class
often exhibit identical or similar behavior. Dealing witmhounded message buffers, [23]
proposes an abstraction method to eliminate Fist-In-fdt (FIFO) message buffers in a
system, which may include behavior that the original systisas not permit. Moreover,
this abstraction technique applies only to FIFO messagéetsuf Abstract interpretation
[21] abstracts concrete data type domains into abstracaohsnof much smaller sizes, and
computes a fixed point of the computation of the program oseladstract domains. Predicate

abstraction [8] uses a set of Boolean predicates to abstveay variables in a program. The
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Boolean values of these predicates constitute abstrabastates of the system which form
a much smaller state space than the concrete state space dlraction techniques apply
mainly to sequential programs whose state spaces are fdlesrtt@n the state spaces of
concurrent systems.

7) Abstraction Refinementhe use of abstraction techniques results in over-apprabams
containing spurious system behavior and leads to impre@sécation. This can be reme-
died by refining the abstraction. The idea of automated @arample guided abstraction
refinement has been broadly adopted in system verificatidreapecially in model checking
methods [14]. For the ILP-based verification framework iif][lan abstraction refinement
procedure is proposed in [68] to exclude unrealistic cdrftoav by enforcing event orders
and dependencies between acyclic paths and control floveycl

8) Summary and Precursory WorlBoth the buffer boundedness and livelock freedom
properties that we consider in this paper are undecidablafimite state systems. Based on
the previous discussion, we believe that the existing watitn and abstraction techniques
are insufficient to check these two properties for asynabuisireactive systems.

Portions of the work described in this paper have been phdgisn [45]-[49], [72]. At
the time of writing this paper, several improvements over pineviously published results
have been accomplished, including (1) an improved messgugeidentification method for
Promela models, (2) an improved method to determine cyclissage passing effects, (3) a
more precise way to determine cycle dependencies causedrgjtion statements, and (4)

a substantially enlarged and more systematic experimemglation.

C. Structure of the Paper

In section 1l we briefly introduce the Promela language aridger linear programming.
We give an overview of our property checking framework int®eclll, before we explain
in detail the buffer boundedness test and the livelock fveedest in Sections IV and V,
respectively. We address the challenges in the design ofreated code abstraction in Section
VI. Abstraction refinement is then discussed in Section ¥lhally, we show experimental

results in Section VIII and conclude the paper in Section IX.
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Il. PRELIMINARIES
A. Promela

Promela is the input language of t&IN explicit state model checker [38]. It has been
successfully used for the modeling and analysis of manywoent systems [25], [42], [69].
The operational semantics of Promela has been studied am@lfeed in [10], [24]. For the
sake of self-containment of this paper, we briefly introdBcemela here with a small model

that also serves as a running example to illustrate our piyppelecking approach.

mtype = {req, ack, rel};

chan ts[2] = [1] of {mtype};
chan tc[2] = [1] of {mtype};
init{

byte i = 0;

do

i< 2—=>run client(i); i++;
: else —> break;
od;
run server();}
proctype client (byte id){
do
;0 ts[id]!req; tc[id]?ack—> ts[id]!'rel;
od}
proctype server (X
do
:: ts[0]?req—> tc[0]'ack; ts[0]?rel;
i ts[1]?req—> tc[1l]'ack; ts[1l]?rel;
od}

Fig. 1. A simple Promela model.

The model in Figure 1 describes a simple client-server saenéhe model consists of
a set ofproctype definitions (Lines 11 and 15), each representing a class méwoent
processes. Multiple instances of proctypes can be createahucally (Line 7). An optional
special proctypénit has one and only one instance that is usually used to crestenoes
of other proctypes (Line 4). Proctypes can be parametefizied 11).

Promela offers three inter-process communication meshasii(1) communication through
shared global variables, (2) synchronous rendezvous caneation, and (3) asynchronous
communication. The last two kinds of communication are el by message sending) (

and receiving ?) statements on communication buffers declaredrem variables (Lines 2,
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3, 13, 17, and 18). Each buffer can be used to exchange onlgages in a certain format
as defined in its declaration. A setmitype constant symbols can be defined to suggest the
types of messages (Line 1). Moreover, each buffer has a fmedecapacityn such that it
can store no more tham messages at runtime. If the capacity of a buffer is declaveloet

0, then the communication over this buffer is synchronouke-gending and receiving of

a message is performed as a synchronous rendezvous. Wheaptheity is declared to be
greater than 0, the communication over this buffer is asgorabus — the sender is blocked
only if the buffer is full and the receiver is blocked only fife buffer is empty or it expects an
unavailable message. There are conditional statemek#stHe statement (< 2 ) in Line

7, that are executable if the boolean condition in the statgmavaluates to true.

The Promela language has several syntax restrictions raugige the finiteness of a model.
First, each message buffer has an a priori fixed capacity thathno buffer can contain
an unbounded number of messages at runtime. However, siacaravinterested in using
Promela to represent infinite state systems, we assume ItHaiffers have an unbounded
capacity. Second, any variable has a finite domain of runtralaes. Instead, we assume
that the domain of integer values is infinite. Lastly, the PRUintime environment imposes
a maximal number of processes that can be instantiatedgitirenexecution of a model. We
also relax this restriction and allow the number of procedsebe unbounded. Therefore,
in our interpretation a Promela model may possess an infmiteber of states. Notice that
our verification techniques can be applied to both finiteesttd infinite state systems.
Particularly in case of livelock freedom, if we can prove adalowith unbounded buffers to
be free of livelock, then it is also free of livelock for any ife buffer configuration of the

model.

B. Integer Linear Programming

We give a brief introduction to integer linear programmirg.,(e.g., [65]). A linear
programming (LP) problem consists of (1) a set of linear uadiies over real variables
referred to as theonstraintof the problem, and (2) an optionabjective functionin the
form mazx : e or min : e, wheree is a linear expression over real variables. Bb&tion space
of the LP problem is the set of all variable valuations thdiséa all linear inequalities in
the constraint. When the solution space is non-empty, thprbBlem isfeasible Otherwise,
it is infeasible If the objective function is in the formnaz : e, an optimal solutionto the

LP problem is a valuationr in the solution space such thate) > o'(e) for any other
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valuation¢’ in the solution space. In this casée) is the optimal value for the objective
function. Optimal solutions and optimal objective functigalues can be similarly defined if
the objective function is of the formuin : e. The objective function value can be unbounded
within the solution space and an optimal value does not é@xitis case. LP problems can
be solved in polynomial time [44]. Given an LP problem, if wexjuire all variables in the
problem to be integer variables, the LP problem becomestager linear programming
(ILP) problem. The solving of ILP problems is no longer pb$siin polynomial time, but

becomes NP-complete [16].

1. AN OVERVIEW OF THE ILP-BASED PROPERTY CHECKING FRAMEWORK

The basic idea of our property checking framework is as ¥aloWe encode the behavior
of a system and a necessary condition for tlegationof the checked property into an ILP
problem. The solution space of the ILP problem thereforeesgnts the property violating
behavior of the system. When there is no solution to the ILdblem, the satisfaction of the
property is assured.

The abstraction techniques that we propose are designeshsideration of the two key
characteristics of asynchronous reactive systems: végcnd asynchronous communication.

« The abstraction procedure is centered around control flalesypecause the execution of

a reactive system amounts to the repetition of local coffiwal cycles in the components
of the system. Therefore, it is important to study how cdrfimw cycles in the system
can be composed to yield the execution of the system. Notealliaough there may
be an infinite number of control flow cycles in a system, the bemof elementary

cycles is always finite. Our analysis therefore concentrates orstingdy of the behavior
of elementary control flow cycles.

« We pay special attention to the effects of asynchronous asmgation on message

buffers since it is the main way of communication in the clagsystems that we
consider. As a result, we focus on the combined messagengasféects of control flow

cycles and analyze their influence on the behavior of theesyst

Our property checking framework is illustrated in FigureI2.consists of three main

procedures, namelgbstraction property checkingandrefinement

1An elementary cycle, also called a basic cycle, is one thahaiabe decomposed into smaller cycles.
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Abstraction
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Fig. 2. An ILP-based property checking framework for asynobus reactive systems.

« The aim of the abstraction procedure is to encode the chgdiithe considered property
into an ILP problem. The abstraction procedure is conseejate., it keeps all possible
behavior of the original system and may introduce some hehé#vat is not allowed in
the original system. The resulting imprecision is unavblddor the properties whose
checking problems are undecidable for infinite state system

« The property checking procedure solves the ILP problemstoacted by the abstraction
procedure, and interprets the results. In case solutiotfsetdl P problems are found, it
constructounterexamplegom the ILP solutions to illustrate certain property vithag
scenarios. Counterexamples constructed in our framewerliferent from those in the
context of explicit state model checking. In our settingparmerexample does not give
directly an erroneous execution of the system, but only iipecsome constraints or
patterns that apply to a potentially infinite set of properiglating executions. More
precisely, a counterexample indicates which cycles areetepeated infinitely often in
a property violating execution.

« A refinement procedure is necessary to improve the accurattyecanalysis by recov-
ering information lost during the abstraction. Followitgetidea in [14], the abstraction

refinement that we propose is guided by the counterexamipdgsme obtain.

The whole checking procedure is iterative, which corresisdn the loop in Figure 2 through

the property checking, counterexamples, and refinemegkgidiven a system, for reasons
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of efficiency a relatively coarse abstraction is constrdiadering the first iteration of our
checking approach. The model may be too coarse, and a cexateple may be constructed
which does not correspond to any real execution of the algigstem. In this case certain
information of the original system is recovered in orderxolede the spurious behavior that
the counterexample corresponds to. The property is theckeleon the refined abstraction
in the next iteration. The model is gradually refined in thiaywuntil either it is precise

enough to verify the property or the abstraction cannot fieed anymore.

IV. CHECKING BUFFER BOUNDEDNESS

We present a buffer boundedness test in the proposed ILé&tpasperty checking frame-
work. The unboundedness of the message buffers in a systela can have several negative
effects. First, if the model represents a software desigm,unboundedness of one or more
of the message buffers hints at a possible design fault: fibeunded buffers may result in
buffer overflows or losses of messages in the implementatidhe design. Second, buffers
with unbounded capacity impede automated finite state aeabjlity since they induce an
infinite state space that renders state space explorattmmiplete in finite time.

One commonly observes that in a system model where buffees inabounded capacities,
the buffer occupancy may still be bounded by some small enbstbecause of the particular
dynamics of the system. If this is the case, then one canysaplace the unbounded buffers
by k-bounded buffers without changing the behavior of the sgsteurthermore, the model
with k-bounded buffers is now analyzable by finite state veriftcatechniques once other
sources of infiniteness (infinite data domains, unbound®eaben of processes) are ruled out.

Since buffer boundedness is undecidable for asynchroreadtive systems the proposed
analysis will remain incomplete. Nevertheless, the tesgffient and scales to realistic
models of large size, as we will show in the sections on corilylésee the end of Section

IV-C) and on experimental results (Section VIII-A).

A. Overview of the Boundedness Test

We first define formally the buffer boundedness property.
Definition 1: Given an asynchronous reactive system, a message bufidhe system is
boundedf and only if there exists a natural numbesuch that, in any reachable configuration

of the system, the buffer contains no more thah messages. If no such exists, therb is
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unboundedThe system i®oundedf and only if all the buffers are bounded. The system is
unboundedf and only if at least one buffer is unbounded.

We propose a boundedness test based on ILP solving. The #éstsmise of a series of
abstraction steps that leaves us with an over-approxigatiostraction given as an indepen-
dent cycle system. Boundedness for independent cyclersgstan be determined efficiently
using ILP solving techniques. The test can also estimatepaerubound for each individual
message buffer in case the system is bounded. By the veryenatlover-approximations,
not every bounded system can be detected as such by this dretlothe obtained bounds
are not necessarily optimal. The underlying idea of our bledmess test is to determine
whether it is possible to combine the cyclic executions ofystesn such that the filling of

at least one message buffer can be “blown up” in an unboundsd w

B. Abstraction

Each abstraction level corresponds to a computational hfode/hich complexity results
for the boundedness problem are either known or providedusynork. We show how the
complexity of the boundedness problem can be reduced by aasthaction step. The goal
of our conceptual abstraction is to arrive at a data stredfuat allows us to reason about the
aggregate message passing effects of control flow cycleg lisiear combination analysis.

Level O: Promela. We start with a model described in Promela or other modelarg |
guages for asynchronous reactive systems. For the modetdkedness is undecidable since
Promela without buffer capacity bounds is expressive ehdogsimulate Turing machines
and boundedness can be reduced to the halting problem afglrarachines [13].

Level 1: CFSM SystemsFirst, we abstract from the program code in the model, andiobt
an over-approximating CFSM system. The code abstractitainge only the finite control
structure of the model and the message passing behaviahwia will discuss in details in
Section VI. For CFSM systems, it has been shown that bouredsdis undecidable [13].

As an example, the model in Figure 1 is transformed into th&MFystem as shown
in Figure 3 by discarding all assignments, condition statets, and other statements except
message sending and receiving statements. The state mamniresponding to thait
process carries no statements at all since it never send®ceives any messages.

Level 2: Parallel-Composition-VASS. In the next step we abstract from the order of
messages in the buffers and consider only the number of gessaf any given type.

For example, the buffer with content®bacb would be represented by the integer vector
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OHN ()

ts[0]'req ts[1]'req

ts[O]'rel @ ts[1]'rel e tc[1]'ack

tc[0]?ack itc[l]?ack \i[l]?rel

) () Z‘ W ®
client(0) client(1) server() init

Fig. 3. The abstract CFSM system of the Promela model in Eigur

(2,3,1), representing 2 messages of type3 messages of type and 1 message of type
c. Consequently, no distinction can be made at this level &etwtbbach and bbbaac that
are both represented by the same integer vector. In this veaglso abstract from the order
of message sending and receiving events in a transition s@dn integer vector to denote
how many massages of each type are sent or received alongatistion. We call such
an integer vector areffect vector A positive component in an effect vector denotes the
number of sent messages of the corresponding type, whileggatime component denotes
the number of received messages of the corresponding typesider the CFSM system in
Figure 3. Table | shows how message types correspond taatffeomponents in effect
vectors. Consequently, the transition from the stdtéo the states} has the effect vector
(1,0,0,0,0,0) because it sendsr@q messages to the buffés[0] . The transition from
ss to si has the effect vectof0,0,0,0,—1,0) since it receives amck messages from the

buffer tc[0] . We will discuss how to identify message types in SectionAVI-

Effect vector component| Message Type Effect vector component| Message Type Effect vector component| Message Type

1st req in ts[0] 3rd req in ts[1] 5th ack in tc[0]
2nd rel in ts[0] 4th rel in ts[1] 6th ack in tc[1]

TABLE |

MESSAGE TYPES AND THEIR CORRESPONDING EFFECT VECTOR COMPQOWE

For the purpose of complexity analysis it is helpful to rel#te obtained abstraction to
the theory of Petri nets [56]. The numbers of messages in affgrbcan be represented by
the number of tokens in Petri net places. We then obtaiachor addition system with states

(VASS) [11]. The control states correspond to the stateBeptocesses of the CFSM systems
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and the Petri net places represent the integer vectors xpmating buffer contents. More
exactly, we obtain garallel-composition-VASShis is a VASS whose finite-control is the
parallel composition of several finite state machines. Téwenldedness problem for parallel-
composition-VASS is to determine, given an initial configtion ¢y, whether the system is
bounded with respect to,. This problem is polynomially equivalent to the boundednes
problem for Petri nets, which is EXPSPACE-complete [73].

Level 3: Parallel-Composition-VASS with Arbitrary Initia | Tokens. We now abstract
from activation conditions of cycles in the control-graphtioe parallel-composition-VASS.
Any combination of control flow cycles in the system has a maliactivation condition, i.e.,
a minimal number of tokens needed to get it started. In goiacit is decidable if there is a
reachable configuration that satisfies these minimal rements, but this involves solving the
coverability problem for Petri nets: given a Petri net, Wisgtthere exists a reachable marking
which is bigger than a given marking. This problem is deciéabut at least EXPSPACE-hard
[28], [50], and thus not practical. So, we assume insteatitkiegie are always enough tokens
present to start the cycle. By this abstraction, we replaeebbundedness problem “Is the
system bounded with respect to a given initial configurdtidsy the problem of the so-called
structural boundednessls the system bounded with respect day initial configuration?”

It has been shown in [47] that the structural boundednedslgmrofor parallel-composition-
VASS is co-NP-complete, unlike for standard Petri nets wheiis polynomial [28], [54].
The reason for this difference is that an encoding of cordtales by Petri net places does
not preserve structural boundedness, because it is natedsthat only one of these places
in each part is marked at any time. Furthermore, the co-MR1dound even holds if the
number of elementary cycles in the control-graph is onlgdinin the size of the system
[47].

Level 4: Independent Cycle SystemFinally, we abstract from the fact that certain control
flow cycles within one part or among several parts in a VASSesysmay depend on each
other. For example, cycles might be mutually exclusive si #xecuting one cycle makes
another cycle unreachable. Cycles may also rely on each, o#e one cannot repeat some
cycle infinitely often without repeating some other cycledinitely often. By abstracting
from cycle dependencies, we assume that all cycles are endemt and any combination
of them is executable infinitely often, provided that the bimed effect of this combination
on all places is non-negative. In this way we may abstractMh8S system of Level 3

to a set of independent elementary control flow cycles witlirtaggregate effect vectors.
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We call this system aimmdependent cycle systerror the model in Figure 1, the resulting
cycle system consists of the following cycles: (89}, s3, st s1); (2) (2,53, 52, 52); (3)
(t1,ta,t3,t1); (4) (t1, 14, t5, t1); @and (5){(rq, r3, 74, 72). Their effect vectors are, respectively, (1)
(1,1,0,0,—1,0); (2) (0,0,1,1,0, —1); (3) (—1,—1,0,0,1,0); (4) (0,0, —1,—1,0,1); and (5)
(0,0,0,0,0,0). Note that each cycle has exactly one effect vector in thisrete. However,
in general the abstraction procedure may result in muligiect vectors for one transition,
and a cycle may therefore have more than one aggregate edfetctr. For simplicity reasons
we assume that each cycle has only one effect vector for e ltieing. This will however
not reduce the generality of the arguments in the remainfifreosection. For convenience
reasons, given a set of control flow cycles, we refer to a tirceenbination of the effect
vectors of these cycles adiaear combination of cycled=inally, we point out that we only
consider the overall effect of the complete execution ofdecin the cycle system. A partially

executed cycle is regarded as an acyclic path.

C. Boundedness Checking

A necessary condition for the unboundedness of a system eagiven in terms of the
resulting independent cycle system.

Theorem 1:If an asynchronous reactive system is unbounded, then thesés a linear
combination of cycles in the resulting independent cycEeay such that the aggregate effect
of the linear combination is positive. Formally, |€t;} be the set of cycle effect vectors,
the system is unbounded if there exists a linear combina}iom;v; such that (1) every
component iny_ z;v; iS hon-negative; and (2) at least one component is positive.

Intuitively, a positive linear combination of cycles cap®snds to a combined effect of
control flow cycles that sends at least one message withasuooing any messages. Some
message buffers will then be flooded by repeating the exatofithis combination of cycles.
We give the proof in the following that the above theorem giveleed a necessary condition
for unboundedness, which implies the soundness of our leunests test.

In order to prove Theorem 1, we first need the following aaxylilemma.

Lemma 1:For any infinite sequence of integer vectors of same dimeansie (vy, v, . . . ),
if there exists an integer vectérsuch thats; > b holds for eachi, then there is an infinite
subsequencevy, , vy, - . .) of s such thaty,, < v,, holds for allu; < u;. Moreover, ifs is
unbounded, i.e., there exists no integer veéiprsuch that,, > v, for eachi, then there is

an infinite subsequenc@.,, , v,, . . .) of s such thato,, < v,, holds for allw; < w;.
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Proof: We prove the lemma using the induction on the dimengiaf the vectors in
the sequence.

Induction base: Let k£ = 1. Then,s is actually a sequence of integ€ts, v-, . .. ) bounded
below byb. By contradiction, we assume that there is no infinite nocregsing subsequence
of s. Then, there must exist an upper bounduch thaty; < ' for everyi. Because there
are only finitely many integers such thatb < v < ¥/, there must exist infinitely many
elements ins that are equivalent. These elements form a non-decreashbggguence of,
which contradicts the assumption that there is no such sulesee.

Induction step: Assume that the lemma holds for all sequences of integenorseaif
dimensionk, and thats consists of vectors of dimensidn+ 1. Let trunc(v;) be an integer
vector of dimension: constructed from; in s such thattrunc(z;)’ = @ for eachl <
j < k. According to the induction assumption, we can select amitefisubsequenceg of
81 (Vwy s Vuy, - - - ) SUCh thattrunc(v,,) < trunc(v,,) holds for allw; < w;. The (k + 1)-
th components of all elements i form an infinite sequence of integers, from which we
can select an infinite non-decreasing subsequence of iBte@@“,@ﬁjl, ...), based on the
argument for the induction base. Apparently,, , v.,, . . . ) satisfies the property that, < v,,
holds for allu; < u,;.

Finally, it is obvious that an infinite subsequence of diyithcreasing vectors exists if
s is unbounded, which can be proved similarly as above usinmamnction on the vector
dimensionk. [ |

Now we prove Theorem 1.

Proof: It is equivalent to prove the following: Given a finite set oitager vectors

u,...,0, Of the same dimension, say, the two conditions below are equivalent.

« ConditionC1: There exists na;; € N (1 <4 < n) such that

i=1

« ConditionC2: For any vectors, there exists a vectdr such that, for allz; € N (1 <
i <n),

i=1 i=1

2\We use0 to denote an all-zero vector where the dimension of the vestolear from the context.
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Let f(z1,...,2,) == 0+ 2101 + - -+ + x,0,. We first proveC1 — C2 by contradiction
and assume that there exists someuch that no upper bound exists fé(z)* under the
condition f(z) > 0. This implies that there exists an infinite sequence of negative vectors
s. = (C1, ¢y, ... ) of dimensionn such that (1)f(¢;) > 0 and (2)lim; ., f(&)* = +oc.

Following Lemma 1, we may select from. an infinite subsequence; = (d;,ds,...)
such thatf(d;)* is strictly increasing. Again, from,; we can select an infinite subsequence
se = (€1, €9,...) such thatf(e;) is strictly increasing. Moreover, from, we can select an
infinite strictly increasing subsequensg= (g1, g2, . . . ).

From s, we select arbitrarily two elementg and g; such thatg;, < g;. Based on the
construction ofs,, we know thatf(g;) < f(g;). It is easy to see that = g; — g; > 0 and
S b v, = f(g;) — f(g) > 0. Therefore,> " | h” - 4, is a non-negative solution for
Inequality 1, which results in a contradiction.

Second, we prove tha — C1 by contradiction and assume that there exists a non-negativ
vector¢, such thatf(¢,) > 0. Then we can construct an infinite sequeKiegé,, . .. ) where
¢; =1 -¢. We can easily see thdtc;) is strictly increasing and no upper bound therefore
exists for f(¢;), which leads to a contradiction. n

The checking of the unboundedness condition can easily teded into an ILP problem.
Given a system, suppose that the cyeles.., ¢,,, form the resulting independent cycle system
together with their respective effect vecters ..., ¢,,, all of which are of dimensiom. The

ILP problem representing the unboundedness conditioneigalowing:

z; >0 foreach 1<j<m 3)

» xj-ef >0 foreach 1<k<n (4)
j=1
j=1 k=1

where each; corresponds to the cycte ande” denotes thé-th component of the effect
vectore.

In the above ILP problem, Inequality (3) requires all thefioents z; to be non-negative
since any linear combination of cycles can contain only ratooefficients. Inequality (4)
only requires all the linear combination of cycles to be megative. The positivity of

combinations is then enforced by Inequality (5).
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If the above ILP problem has no solution for values, then the original system must
be bounded. Otherwise, the original system is not necégssartbounded because the un-
boundedness condition given above is only a necessary husuifficient condition. The
unboundedness could simply be due to the coarseness of én@pproximation. Thus, this
test yields an answer of the form “BOUNDED” in case no positiinear combination of
cycles exists, and “UNKNOWN?” if such a linear combinationss.

For the example of Figure 1, we obtain the following boundegndetermination ILP

problem:

ry —x3 >0 (6)

r1—x3 >0 (7)

Ty —x4 20 (8)

Tog— x4 >0 9

—x1+ 23>0 (10)

—To+ 14 >0 (11)

L1+ Ty —x3— 24 >0 (12)
x; >0 (13)

One can easily see that the above ILP problem is infeasibéecdv therefore conclude
a “BOUNDED?” verdict for the model. The ILP encoding of the wundedness condition
may result in redundant repetitions of some linear con#isaias can be seen in the above
example. These repetitions can easily be discovered gigaty and then be removed. For
illustration purposes, we do not remove these repetitions.

Complexity. We show that our boundedness test has a polynomial compl&ith respect
to the number of cycles in the system. Given a system, supihadethere arex message
types andm cycle effect vectors in the resulting independent cycldesys Then, the size
of the boundedness determination ILP problem is boundedrby n + 1) x m. Because
the number of cycle effect vectors is linear in the number of control flow cycles, the
size of the ILP problem is polynomial in the number of cyclEsen though there may be
exponentially many elementary cycles in a system, we obstrat the control flow graphs

derived from realistic models of asynchronous reactivéesgs are normally very sparse, and
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the number of elementary cycles in them is normally polyradpmather than exponential.
Finally, in spite of the NP-completeness of solving gendt&® problems, any ILP problem
generated in our test to determine boundedness has a spexpalty to make it polynomial
time solvable: For each inequality in the ILP problem, tHetend side does not contain any
constant items, and the right-hand side is 0. Such an ILPlgmols called ahomogeneous
ILP problem, and can be solved in polynomial time as folloWs: turn the ILP problem into
an LP problem by dropping the integrity restriction on theiatales. Then, we can solve the
LP problem to obtain a rational solution, which is known to dmmputable in polynomial
time [65]. Next, we compute the least common denominatolldha variable values in the
rational solution, which is also possible in polynomial érf20]. We can obtain an integer
value for each variable by multiplying the rational solutiof the variable with the least

common denominator.

D. Estimating Buffer Bounds

A more refined problem is to compute upper bounds on the lsngitlindividual buffers
in the system. Since normally not all buffers can reach makiength simultaneously, the
analysis is done individually for each bufferNote that any finite execution of a system can
be decomposed into a cyclic part and an acyclic part staftomm the initial configuration
of the system. The effect of the cyclic part can be denotedlamar combination of cycles.
For each process in the system, we can compute the least bpped on the effects of all
possible acyclic paths in the process since there are ontglfirmany acyclic paths. Then,
the acyclic part effect of the whole system is bounded by time sf the upper bound of each
process. Now, the computation of buffer bounds is to maxenie contribution from the
cyclic part. Given a system, suppose that the cycle effectiove in the resulting independent
cycle system areq, ..., e,,. Let a denote the upper bound of the acyclic part effects of the
whole system. We encode the buffer bound computation forfi@mbiinto an ILP problem
as follows. Let/ contains all the indices of the effect vector components ¢cbarespond to

types of messages exchanged in the buifer

mar: Y a® + doker 2 Tit ef (14)
constraint : a+> " xioe; >0 (15)
x; >0 forallie{l,..,m} (16)
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The above ILP problem is to maximize the objective functi@presenting the number of
messages in the buffér against the constraint stating that there cannot be aimegatmber
of messages at any time.

In the example of Figure 1, the upper bounds on the acyclib p#fects of the pro-
cesseglient(0) , client(1) , server() , andinit are respectively1,0,0,0,0,0),
(0,0,1,0,0,0), (0,0,0,0,1,1), and(0,0,0,0,0,0). So, the upper bound on the acyclic part
effects of the whole system is the sufh, 0,1,0,1,1). The ILP problem to compute the

upper bound for the buffers|0] is as follows:

max : 1+ 2z — 23 (17)
1+2y—23>0 (18)
O+xz1—23>0 (29)
1429 —24>0 (20)
O+z9—24>0 (21)
l—21+23>0 (22)
l—294+242>0 (23)

x; >0 (24)

The computed upper bound fes[0] is 3 while the actual bound is 2. This shows that
our buffer bound estimation method is over-approximatind enay deliver a larger bound
than the actual one. Note also that the buffer bound estimdtiP problem is no longer

homogeneous and its solving may hence require exponeimial t

V. CHECKING LIVELOCK FREEDOM

The main characteristic of a reactive system is that of maaiittg an ongoing activity
of consuming, processing and producing information. Orierdgaproperty that any correct
reactive system must satisfy is deadlock freedom, i.e.ettezution of the system is non-
blocking. However, a system may be free of deadlock and yletds not progress in executing
its tasks. For example, two components of a system may kedpaeging internal messages
with each other and never respond to the outside world. Susituation is referred to as

livelock. The freedom from livelock is highly desirable s@it is important to ensure that

September 13, 2010 DRAFT



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING 22

every so often the environment will receive output from tlystem. We formally define
livelock and livelock freedom for Promela models as follows

Definition 2: Given a Promela model, we identify in its control flow graphsea of local
transitions agrogress transitionsA livelocked executions an infinite execution in which
all the progress transitions are taken only a finite numbetinoés. The system ifree of
livelock if no livelocked executions exist.

Livelock freedom is a liveness property. We have shown ir] fA&t it is undecidable for
infinite state systems. Consequently, our test is inewitatwomplete. We outline the method
as follows. Given a system and a set of predetermined predraasitions, we first carry
out the same sequence of abstraction steps as for the baessdetest, which transforms
the system into a set of independent control flow cycles Widirteffect vectors. We collect
all progress cycless those that contain at least one of the progress trarsitiba give a
necessary conditiofor the existence of a livelocked execution in terms of theleysystem
and the progress cycles. We encode this condition into a gemenus ILP problem whose
size is polynomial in the number of cycles. If the resultib@ Iproblem has no solution then
the necessary condition cannot hold, which implies livelf@edom. On the other hand,
if the resulting ILP has solutions then the system may or matybe livelock free, which
corresponds to the incomplete side of our test. In the redeaionf this section we mainly
explain how the necessary condition for a livelock is encoutean ILP problem.

The underlying idea of our test is that a system is livelodefif at least one progress
cycle is repeated infinitely often in any infinite executibdet ¢4, ..., ¢, be the set of control
flow cycles in the corresponding independent cycle system,ca,...,c;, (ji,...,Jm €
{1,...,n}) be the set of progress cycles. Letdenote the effect vector of the cyale We
use the following ILP problem to characterize a necessandition for the existence of a
livelocked execution, i.e., an infinite execution in whialygprogress cycle can be repeated

only a finite number of times.

i z; > 0 (26)
1=1
S0 (27)
1=1
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x; > 0 for each: (28)

In the above inequalities, each integer varialhldenotes the number of times that the cycle
¢; Is repeated in a linear combination of cycles. These vaablay have only non-negative
values as imposed by the inequalities (28). The inequaly (equires a linear combination
of cycles to consume no messages. Thus, an infinite repetiticsuch a combination is
possible since it does not run out of any type of messages.ifidwuality (26) excludes
a trivial combination in which no cycle is executed at all.eTimequalities (25) and (26)
together give a necessary condition for the existence afitefiexecutions. The inequality
(27) then excludes any progress cyelge from a linear combination. Consequently, this
condition excludes any progress cycle from being repeatéditely often in any infinite
execution. Note that the above ILP problem is also homogenead thus polynomial time
solvable.

We prove the soundness of our livelock freedom test as fallow

Theorem 2:Given a Promela system and a predetermined set of progaassitions, if
the livelock freedom test determines the system to be frekvelbck, then the system is
actually free of livelock.

Proof: If the system is proved to be free of livelock by our metho@rtithere exists no
positive linear combination of effect vectors of non-pegg cycles since there is no solution
to the ILP problem described by the inequalities (25-28).TBygorem 1, we can see that
any execution of the system in which only non-progress syale repeated infinitely often
is bounded.

By contradiction, we assume that the Promela system hagladiked execution. All the
progress cycles are hence repeated only a finite number ektimr. Then there exists a
particular point of time in r after which only non-progress cycles are executed. Furtbes,
we have shown above thatis bounded. Note that any process in the system has onlylyinite
many local states. Consequently, there will be only finitalgny reachable configurations of
the system aftet in . Furthermore, since is an infinite execution, there must be two distinct
points of timet; andt, after¢ at which the system reaches one same configuration. The
finite segment of execution betweénandt, can be represented as a linear combination of
executions of non-progress cycles. The aggregate effetbvef this segment is however an
all-zero vector. This contradicts the fact that no solugarsts for the ILP problem described

by the inequalities (25-28), i.e., there is no non-negdinear combination of non-progress
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cycles. [ |

Consider the model in Figure 1. Let the only progress traorsibe the receipt of aack

message in the procesient(0) . Then, we have only one progress cycle as the one in
client(0) . We can build the following ILP problem for determining lleek freedom:
r1—x3 >0 (29)
1 —x3 >0 (30)
To — x4 >0 (31)
To— x4 >0 (32)
—x1 + 23>0 (33)
—Zo+ x4 >0 (34)
T+ xot+ a3+ 24+ 725 >0 (35)
z1 =0 (36)
z; >0 (37)

We can easily obtain a solution to the above ILP problem:as 1 while x; = 0 where
i # 5. As a consequence we cannot prove livelock freedom for thenple system. In Section
VII, where we will re-visit this example, we will show how tonstruct counterexamples
from such an ILP solution, and explain how to perform absimacrefinement based on the

constructed counterexamples.

VI. CODE ABSTRACTION

As the first abstraction step in both boundedness and likei@edom tests, the goal of
code abstraction is to construct a CFSM system that ovemappates the behavior of the
original model. Since CFSM systems only specify messagsimgdehavior, the focus of
our code abstraction is on determining the message pasaugseof a model.

For abstracting Promela models, we have considered issalesling (1) the identification
of message types; (2) variable dependencies; (3) procpbsateons; (4) buffer assignments;
(5) buffer arrays, and (6) unbounded proctype instantigti@mong others. The abstraction
of Promela code has been fully automated. Due to space tiaritawe are unable to discuss

the solutions to all the above mentioned problems in thigpdgor the purpose of illustration
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we choose to explain in detail how we identify message typd3romela models in Section
VI-A, and sketch how we approximate cycle effect vectors @tt®n VI-B. Discussions of

other abstraction solutions can be found in [49], [72].

A. Identifying Message Types

We formally define amessage typ@s a subset of messages exchanged in a model.
Identifying too few message types may lead to an imprecispeyty checking. Identifying
too many message types on the other hand may drasticallgaserthe size of the property
determination ILP problems, which makes the property cimgckefficient [72]. We propose
here a message type identification method which is optimathe sense that no other
identification method can lead to a more precise propertgléhg. Meanwhile our method
attempts to minimize the number of identified message tygesuling out messages that
can never appear in the model. The first intuition of the optimethod is that we only need
to distinguish two messages if they can be distinguished hyeasage receiving statement
in the model. As an example, ¢h?req, 5 is in a model, then messagés:, req, 5) are
distinguished from thoseeq messages containing a different value than 5, and we therefo
need to identify the message typech, req, 5)}. On the contrary, ith?req, x is the only
statement to receiveeq messages froroh in the model where: is an integer variable, then
there is no need to distinguish different values for the sdamomponent ofeq messages.
In this case, a message typeh, req, x)|z € I} is sufficient wherd is the set of all integers.
The second intuition is that we need to identify a message typy if it can be possibly
exchanged in the model. We explain the optimal messageifidatibn method as follows.
We useFINAL to denote the set of message types identified by our method.

First, we identify a set of message typ8&NT including, for each message sending
statement, the subset of messages that can be possiblyysiet ftatement. For instance, for
the model in Figure 1, the resulting S8ENT is {(ts[0], req)}, {(ts[0], rel)}, {(ts[1], req)},
{(ts[1], rel)}, {(tc|0], ack)}, {(tc[1], ack)}.

Next, we identify a set of message typR&CFEIVE including, for each message receiving
statement, the subset of messages that can be possiblyecdsy the statement. In our
example, the seRECEIVE is {(ts[0],req)}, {(ts[0],rel)}, {(ts[1],req)}, {(ts[1], rel)},
{(tc[0], ack)}, {(tc[1], ack)}.

In the last step, we first add every message typen RECEIVE to FINAL. Then, let
ALLR be the union of all message typesRCEIVE. For each message typein SENT,
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if m"=m — ALLR is not empty, then we also add’ to FINAL. In our example, the final
set of identified message types{igs[0], req)}, {(ts]0], rel)}, {(ts[1],req)}, {(ts[1], rel)},
{(tc[0], ack)}, {(tc[1], ack)}, which is identical toRECEIVE since all sent message types
in SENT are covered by the collection of the received message types.

The above message type identification is optimal with retsjoethie necessary condition for
unboundedness given in Theorem 1: Ugtbe the boundedness determination ILP problem
resulting from the optimal message type identification méttandL, be the ILP problem
resulting from any other identification method. It can bevehthat, whenevet., is infeasible,

L, is feasible as well [72].

B. Determining Cycle Effect Vectors

mtype = {ack, rej};

active proctype Medium (){
mtype msg;
do

11 s2Zm?msg—> m2c!msg
od

Fig. 4. A simple Promela model.

The message passing effect of a control flow cycle is the ggtgeeffect of all transitions
along the cycle. However, a transition may have more thaneafieet vector, e.g., because
of the use of variables in the transition. As a safe over-@ipration, we can take all
possible combinations of the effect vectors of the tramsgialong the cycle. Unfortunately,
the number of combinations can be exponentially many anefive tremendously increases
the size of the property checking ILP problems. However,albtombinations of transition
effect vectors are possible due to dependencies amongnstate Consider Line 7 in the
model in Figure 4. The statemes2m?msg may receive amck or arej message, and the
statemenm2c!msg may send amck or arej message. The total number of combinations
is thus 4. However, we can easily see that the variaidg used to store received messages is
unmodified before being forwarded. Therefore, the comlonaif receiving arack message

and then sending eej message is impossible. As a solution to exclude impossiatée c
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effect vectors, we devise a method to capture dependenpiesigamessage sending and
receiving statements. The intuitive idea is as follows. &y message sending statement
that has more than one effect vector, we first collect allaldes occurring in the statement
as the setlar,. Then, we determine the longest acyclic patteachings such that any state
alongp has at most one incoming messages, i.e., the longest pdtbaide consecutively
executed before the statemenis reached. Next, for each variabtein Var,, we determine
the closest message receiving statemétd s on p such thatr is used to store a component
of incoming messages and is unmodified betweers and s’. If s exists, then we can
obtain a dependency afs value on the types of messages tkateceives. In our example,
the dependency famsg is the following: (1) msg = ack if and only if s2m?msg receives
messages of the tygés2m, ack)}; andmsg = rej if and only if s2m?msgreceives messages
of the type{(s2m, rej)}. Then, we can use these dependencies to rule out imposgitiée ¢
effect vectors such as the one in whigts2m, ack)} is received butnsg = rej is forwarded

instead.

VIlI. COUNTEREXAMPLE-GUIDED ABSTRACTION REFINEMENT

In our ILP based property checking framework, we may obtasolation to the property
determination ILP problem. In this case, we do not know weethe property is satisfied
by the system or not. Fortunately, the returned ILP soluti@y provide useful information
about potential property violating behavior.

A solution to a property determination ILP problem représem particular linear com-
bination of cycles such that infinitely repeating this conation without executing other
cycles results in a property violation. Therefore, we defineounterexample in our setting
as follows. Given a solution to the property determinatioR problem, acounterexamplés
a set of control flow cycles whose corresponding variablethénlLP problem receive non-
zero values in the given solution. Intuitively, a countenexle corresponds to those system
executions in which only the cycles in the counterexampéerapeated infinitely often, and
all other cycles are either repeated only a finite numbermoési, or not executed at all. Due
to the imprecision induced by the abstraction steps that @vpn, a counterexample may
correspond to no executions of the original system, in whede we call the counterexample
spurious

In the end of Section V, we obtain an ILP solution while chegkiivelock freedom

on the model in Figure 1. Based on the above definition, theesponding counterexample
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consists of the only cycle in thait  process. The cycle performs the task to create multiple
instances of clients. This counterexample is apparentlyigps: The execution of the cycle
is guarded by the condition< 2, and every execution of the cycle increases the value of
So, it cannot be repeated forever by itself. While in the @xase we can easily see that the
counterexample is spurious, in general it is impossibledi@nine spuriousness manually.
The introduction of spurious counterexamples is a consempue®f the conservative ab-
straction steps that we perform in the course of our buffembledness or livelock freedom
test. We reconsider each of these abstraction steps to e@amhmich information is removed
from models during the step and how significantly it affe¢ts precision of the analysis.

a) Code Abstractionin this step the program code in a model is abstracted away. We
lose all the information about how the behavior of the modaldnstrained by the conditions
on variables that are imposed by the program code. Losingisfmrmation is very significant
because it often depends on the runtime value of a variabkthgh to send or receive a
message, which message to send or receive, and where ngessade be sent or received.
We will therefore consider to recover this information dhgyirefinement.

b) Abstraction from Message Order#n this step we ignore all information regarding
the order of messages in buffers. In particular, we assuateatimessage is always available
to trigger a transition wherever it is in the buffer. This d@too coarse an overapproximation
for a model that employs strict FIFO message buffers. Howewany models in practice,
in particular if they mimic the message passing semantichefUML sublanguages SDL
or UML RT, use a message deferral/recall mechanism. Thishamesm stores an arriving
message which cannot immediately be processed by the systera special buffer so that
it can be recalled when it is later needed. For this type of etgdhis abstraction step does
not introduce imprecision.

c) Abstraction from Activation Conditionstn this step the activation conditions of
control flow cycles are abstracted away. We assume that #ineralways enough messages of
the right type available for a cycle to be reachable from thigal configuration of the model.
In this way we abstract from the dependency between the iagyalt and the cyclic part
of an execution. The loss of the activation conditions ofleyds also significant, especially
in the estimation of buffer bounds, as we allow any combaratf acyclic path effects and
cyclic effects.

d) Abstraction from Cycle Dependenciel this step we abstract from dependencies

between control flow cycles. Cycle dependencies may be damgenany reasons, such as

September 13, 2010 DRAFT



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING 29

by the program code along control flow cycles, or by the stmattcharacteristics of control
flow graphs. Disregarding cycle dependencies means thakaaybcyclic executions can be
combined to form a potentially spurious counterexamplesréfore, this is also a significant
source of imprecision.

In this paper we will pay special attention to the discovefycycle dependencies by
reconsidering the program code in the original Promela mdtle will address other sources
of imprecision in future work, especially the dependentiesveen cycles and acyclic paths.

Note that counterexample analysis and abstraction refineb@sed on cycle dependency
discovery is expensive and difficult, as it involves the gsial of program code, e.g., termi-
nation proofs and cycle iteration count estimation. Alsbwe will see later, the refinement
may result in an exponential number of ILP problems to soleerefore, we should call
the refinement procedure only when necessary, i.e., wheruatea@xample is found. Fur-
thermore, only those cycles in the counterexample are subjethe dependency analysis
in the effort to remove the potential spurious behavior @spnted by the counterexample.
Finally, our refinement methods are incomplete, and it isiibs that the spuriousness of a

counterexample cannot be determined by our methods.

A. Detecting Cycle Dependencies

We first define the concept of cycle dependencies. I/t (r) denote the set of cycles
repeated infinitely often in an executionintuitively, a cyclec depends on a set of cyclés
if the infinite execution of: must be accompanied by the infinite executions of some cycles
in S.

Definition 3: Given a Promela model, a cyclteand a set of cycle$ in the model, we
call the pair(c, S) a cycle dependend§ they satisfy the following conditions: a) ¢ S; and
b) for any infinite execution of the model where: € IRC(r), there exists a cycle’ € S
such that? € IRC(r). In this case, we say thatdepends ort, and thatS is a correlated
cycle set(CCS) ofc.

In the above definition, if all the cycles i are in the same process @, then(c, S) is a
local dependency. Otherwiség, S) is aglobal dependency. Moreover, if does not depend
on any subset of, then we say thafc, S) is aminimaldependency. We have shown in [48]
that it is undecidable for infinite state systems to deteemiimetherc depends ort for an

arbitrary pair ofc and S.
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Given a positive integer, (n, ¢, S) is called anumerical cycle dependendy(1) (c, S) is
a cycle dependency and (2) everytimes thatc is repeated, one of the cycles $hmust be
executed at least once.

The root cause for cycle dependencies lies in the execityabii Promela statements.
Given a cycle, if the executability of every statement aldimg cycle is unconditional, then
the cycle can be repeated without interruption forever dheecycle is entered. Such a cycle
does not depend on any other cycles. On the contrary, cangidgcle ¢ that contains a
statements whose executability is conditional. ¥ cannot be continuously enabled forever
by only repeating:, then some other cycles need to be executed in order to Heendy,
e.g., modifying the values of some variables, sending a agesstc. In Promela, condition
statements and message receiving statements are two Kradatements with conditional
executability. In the following, we illustrate how we cantain cycle dependencies from

condition statements. Other automated cycle dependertegta® methods, including those

concerning dependencies caused by message receivingnstase are described in detail in
[48], [72].

Fig. 5. A simple Promela model: no transition code referemmemodifies the variable unless explicitly specified.

When a cyclec contains a condition statement if the boolean conditiord in s cannot
remain true by repeating alone, then we say that is terminatingon s. In this case,
must rely on other cycles to re-enable the boolean conditidrherefore, we need to know
whetherc is terminating ons and, if we expect to obtain numerical dependencies, how many
times at most can remain executable by only repeatingrhe termination problem is well-
known to be undecidable, and cycle iteration count detextion is even harder. In [49],

[72] we devised an incomplete procedure to prove terminadiod estimate iteration counts
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for control flow cycles. Take the model in Figure 5 as examplee cycleC2 contains a
condition: < 2. Using our cycle iteration count estimation method, we catehine that
1 < 2 can only remain true by repeatir¢? at most 3 times.

We show some types of cycle dependencies imposed by camditédements on which a
cycle is terminating. In order to derive them, we need torthsinate between different ways
in which the variables in a condition statement are modifrethe cycle. A variable i$ocal
if its value can be referenced and modified only by one prod@siserwise, it is aglobal
variable. However, the runtime value of a local variable sty depend on the executions
of other processes. For instance, given a local variabiethere is an assignmemt = e(y)
wheree is an arithmetic expression containing a global variablthen the runtime value of
x may depend on how is modified in other processes.

Definition 4: For a cyclec and a variabler, x is globally modified in the cycle if one
of the following is satisfied: (1) is global, or (2) there is a message receiving statement
b?msg( z1,..., x,) in ¢ wherez is somex;, or (3) there is an assignmext= e¢(y) in
¢ wherey is globally modified inc. If a variable is modified in: but not globally modified
in ¢, then we say that it itocally modifiedin c.

Note that in the above definition we disregard the dependehdpe runtime value of
a local variable on a condition statement. The reason is #wan though each branching
statement results in several branches in the code, eactoctotv cycle may contain at most
one branch of this condition statement. Therefore, insigeicular cycle, which branch
is taken is fixed and the impact of the runtime value of the eespe boolean condition is
also fixed. Note that we are not interested in how a variabtaadified or influenced in the
whole model. We are only interested in how a variable is medifnside a particular cycle
when the cycle is repeated without interruption.

For a boolean conditiohin a cyclec, if all the variables occurring ih are locally modified
in ¢, thenb is alocally determinectondition. Otherwise, it iglobally determinedif a cycle
c is terminating on a locally determined conditibnthen we can obtain the following two
cycle dependencies.

« The cyclec must depend on one of its neighbors, i.e., those cyclesrghat least
one state withc. Let N, be the set of the neighbors ef Then, we obtain a cycle
dependencyc, N.). If we know the maximal number of times thatb can remain true
by only repeating:, then we get a numerical dependerfayc, N.). In our example, we
obtain a numerical cycle dependengy C2,{C1, C3}).
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. Given a boolean conditioh, let infi(b) be the set of variables that may influence the
value of b within c. This set can be computed as follows: (L) (b) C infi(b); and (2)
if x € infi(b) and there is an assignmext= e¢(y) in ¢ wherey is a variable, then
y € infl(b). Some cycles need to be executed to modify some variablésfiifh) such
thatb can regain the valugue. We call such cyclesupplementary cycles.et sc, be
the set of supplementary cycles that we determine with cédpethe conditionh. We

obtain a cycle dependendy, c, sc;) or (¢, scp).

proc determineSupplementaryCycles (cycle c, condition b)
set[cycle] visited, sc ={}
queue[cycle] open =}
enqueue (open, c)

while (not empty(open))
¢’ = dequeue (open)
add ¢’ to visited
for each nc in neighbors(c’)
if (nc not in visited) and (ncnot in open)
then
if (hasNoEffect(nc, b)then enqueue (open, nc)
else
add nc to visited
add nc to sc

return (c, sc)

Fig. 6. An improved algorithm for determining supplememntaycles.

In general it is impossible to determine which cycles areptementary. As an approx-
imating solution, we propose a breadth-first search baggatitdm in search for potential
supplementary cycles as shown in Figure 6. The basic idedeofalgorithm is described
as follows: In search for supplementary cycles fowith respect to the boolean condition
b, we start with allc’s neighbors. For each neighber, if we can determine thatc has
absolutely no effect to render the valuebdb become true, then we exclude it from the set of
supplementary cyclesc. In this case, we need to further examine all unchecked beigh
of nc for potential supplementary cycles. Otherwise, we includeas a supplementary
cycle, without extending the search scope. The theory bettiis algorithm makes use of

the concepts opreemptiveand preempteccycles that we discussed in detail in [48].
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In the above mentioned algorithm, we need to determine wtyckes have absolutely no
effects to make to be re-satisfied. This cannot be determined in generalle/ékperimenting
with real life models, we observed that oftentimes a largaloer ofc’s neighbors share with
c the same sequence of code that modifies the variableglifh). These particular neighbors
surely cannot make to be re-satisfied since they exert the same effectdes, so they can
be excluded from the set of supplementary cycles. This isateftl in the example in Figure
5 where the cycle€2 and C3 share the same code modifying the variabl@herefore,C3
is not included in the computed set of supplementary cyae<P. The checking of such
neighbors needs little extra effort, and often leads to ahmuaore precise and compact set
of supplementary cycles as our experiments revealed. lexample, the algorithm in Figure
6 returns the set of supplementary cycles @& with respect ta < 2 as{C1}.

Deriving cycle dependencies from a globally determinedddmn statement needs to
consider the potential global influence from peer proceskegarticular, the cycle may
no longer depend on its neighbors. More details regardinodpaily determined condition

statements can be found in [48], [72].

B. Refinement Using Cycle Dependencies

We show how to use cycle dependencies to determine the sgugses of counterexamples
and how to refine abstractions. The basic idea of our abgtracefinement procedure is
as follows. Given a counterexample, we determine whether cibunterexample violates
any cycle dependency that we have discovered, i.e., whetteee is any cycle in the
counterexample such that all the cycles that it dependsendairin the same counterexample.
If this is the case, then the counterexample is certainlyrigps. The discovered cycle
dependencies will also be encoded into a set or several $disear inequalities. Each
such set of inequalities is used to refine the original priypelnecking ILP problem.

1) Spuriousness DeterminatiorGiven a counterexample consisting of cyclgs. . ., c,,
we determine cycle dependencies for each cygld-or any cycle dependenday:, ¢;, S) or
(¢;,.S) that we arrive at, if none of the cycles . .., ¢, is included inS, then we can conclude
that the counterexample is spurious. This is because th&@@xample does not have those
cycles thatc; depends on for an infinite number of executions.

2) Refinement Using Numerical Cycle Dependendi&sen a numerical cycle dependency
(n,c;, S), suppose that; corresponds to a set of cycle effect vectds and their corre-

sponding variables in the property determination ILP peabhlre in the sek;. Furthermore,
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we assume that the cycles i correspond to a set of effect vectaks whose respective
variables in the property determination ILP problem forra #etXs. Then, we can encode

the numerical dependency in the following linear ineqyalit

ijgn- Zxk (38)

T;€X; zp€Xs
As an example, consider the model in Figure 1. The liveloelediom test on the model
left us with a counterexample consisting of the only cyglen theinit  process. The cycle
is terminating on the locally determined boolean condition 2. Since it is the only cycle
in theinit  process, it has no other cycles to depend on. We obtain a mahdependency
(2,¢s5,0). This shows the spuriousness of the counterexample, anttgés the constraint
asxs < 0. Augmented with the new constraint, we obtain the followiafined ILP problem

for determining livelock freedom:

r1—x3 >0 (39)

ry — 3 >0 (40)

Tg— x4 >0 (41)

To— x4 >0 (42)

—x1+ 23>0 (43)

—T9+x4 >0 (44)

T+ xot+ a3+ 24+ 25 >0 (45)
z1 =0 (46)

x; >0 47)

5 <0 (48)

The solving of the above ILP problem leads to a new countengi@as{c,, c,} wherec,
is the only control flow cycle in the proceskent(1) andc, is the cycle in the server that
responds talient(1) 's request. Our cycle dependency analysis methods fail terméne
any dependencies for the cycles in the counterexample hwhitects the incompleteness of
these methods. This results in an “UNKNOWN?” conclusion frdme livelock freedom test.

By manual inspection, we can easily see that the countengbeais indeed real and reveals
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the livelocked scenario where the server decides to resmocicent(1) only and ignores
any message sent froolient(0)

We show in the following that the above described refinemesthod preserves the
soundness of the property checking methods. We only prove tie case for the buffer
boundedness test. The argument for the livelock freedotrctasbe similarly obtained.

Theorem 3:Given a Promela system, if the boundedness test deterntiaes/stem to be
bounded after a refinement using a numerical cycle depegdenc:, D), then the system
is actually bounded.

Proof: Without loss of generality, we assume that the boundednetgsndination ILP

problem for a model without refinements is as follows
Tio€ e, >0 (49)

Suppose that corresponds a set of effect vectafs, and E. correspond to the set of
variablesX, in the above ILP problem. Similarly, we assume that the ©ytieD correspond
to the set of variableX, in the above ILP problem. The refinement basedanc, D) then

results in the following ILP problem:

Ty-€ x>0 (50)
Z T <m Z Z; (51)
T, €Xc T, €Xy

Because buffer boundedness is proved for the model, theealld¥ problem has no
solutions. Given any vecto#, we now prove that (*) if the above ILP problem has no
solutions, then there exists a vectoisuch thatf(x,...,z,) = & + Sor i€ >0 —
f(zy,...,z,) < b forall 2,...,2, where inexc x; < mzmexd x;. By contradiction,
we assume that there exists no bound. Then, according tortioé pf Theorem 1, we can
construct a sequence of strictly increasing non-negatiteger vectorsc,, ., . . . ) such that
f(¢;) is also strictly increasing and the following is satisfie@t . denote the set of indices
J such thatz; € X, I; denote the set of indicessuch thatr; € X,. For anyc;, we have
thaty: . @ <m) ..y, c. Now we select arbitrarily twa; ande; such thatr; < ;. It is
easy to see that = ¢; — ¢ has the property thatC ., &/ <m} .., d'. Therefored is a
solution to the ILP problem (50-51). This leads to a contithoin.

Now we start to prove the soundness of our refinement methadiffices to prove that,

if the ILP problem above has no solutions, then the model isnded with the following
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restriction: Everym times that the cycle is repeated, some cycle ih is executed at least
once. By contradiction, we assume that the model is unbalinde

Any finite prefix of an execution of the model can be decompasi&dan acyclic part and a
cyclic part. Because there are only finitely many possibjelac parts for execution prefixes,
there is an upper bourtg on the effect vectors generated by acyclic parts. Furthezntbe
cyclic part of an execution prefix can be decomposed into @alircombination of cycles.
Consider any finite execution prefix in which ¢ is executed: times and the cycles in
D are executed times such that > m - j. We decompose the cyclic part ofinto the
following two linear combinations of cycles: (1) a lineamgbination containingn - j times
of executions of;, and; times of executions of some cycles frabh and executions of other
cycles; and (2) a linear combination containifig-m - j) times of executions of. Note that
(1—m-j) < m because eveny times thatc is repeated, one cycle iR has to be executed
at least once. Therefore, the effect vector of the secorghticombination is bounded by
some vectom,. In the statement (*) above, let= b, + b,, and we can see that the first
linear combination constructed fromsatisfies the conditio |, . z; <m_ _y x;. We
denote byb, the effect vector generated by the first linear combinatidren, b, + b, + b,
is a buffer bound for any execution prefix Consequently, the model is bounded, which
contradicts the assumption. [ |

Finally, it should be noted that the homogeneity of a propehecking ILP problem is
preserved after it is augmented with any inequality repriasg a numerical cycle dependency.

3) Refinement Using Non-Numerical Cycle DependencWwsen we fail to determine
cycle iteration counts, we obtain only non-numerical cya@endencies. Unfortunately, such
dependencies can only be used to refine abstractions fow#iedk freedom analysis but not
for the boundedness analysis [72]. The intuition is that a-momerical cycle dependency
(¢, S) has no bound on how many timesan be repeated without any cycle in the Seb
be executed.

A non-numerical dependency, S) results in two alternative restrictions on the execution
of a model, namely (1) the cycleis not repeated infinitely often, or (2)is repeated infinitely
often and one of the cycles ifi is also repeated infinitely often. These two possibilitessd
to two sets of inequalities. Suppose thatorresponds to the set of variablés. in the

livelock freedom determination ILP problem, and the cyadlesS correspond to the set of
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variablesXg. Then, we can encode the first possibility in the following ekinequalities:

r,€Xe
and the second possibility in
r,€Xe
S 4 >0 (54)
r,€Xg

Because an ILP problem is essentially a conjunction of lineaqualities and cannot
express disjunctions, we need to build two new ILP problemash augmenting the original
ILP problem with one of the two sets above. In order to prowveltick freedom for the
original Promela model, we must show that both newly corsta ILP problems have no
solutions. As a consequence, each refinement using nonrioaingependencies doubles the
number of ILP problems that need to be solved. This may cansxponential increase in
the number of livelock freedom determination ILP problems.

We show the soundness of the above refinement procedure folibwing.

Theorem 4:Given a Promela system, if the livelock freedom test deteesiithe system
to be free of livelock after a refinement using a non-numéngele dependencye, D), then
the system is actually free of livelock.

Proof: Without loss of generality, we assume that the livelock diiea determination

ILP problem for a model without refinements is as follows

rice+tw, e, >0 (55)
i=1

S =0 (57)
e;,€PCE

where PCE is the effect vectors of the progress cycles.

Now assume that we use the cycle dependdiacy) to refine the above ILP problem.
Suppose that corresponds a set of effect vectdis andE,. correspond to the set of variables
X. in the above ILP problem. Similarly, we assume that the cyabeD correspond to the

set of variablesX, in the above ILP problem. The refinement based on the cyclerdkgmcy

September 13, 2010 DRAFT



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING 38

(¢, D) then results in the following two ILP problems:

X1-€ - Fax, -6, >0 (58)
> 2>0 (59)
i=1
> xi=0 (60)

c,ePC
> 2i=0 (61)
SCZEXC

and

T €+ -+, -6, >0 (62)
=1
> @i=0 (64)

cEPC
IEZGXC
Z ;>0 (66)
SCZ‘EXd

Because livelock freedom is determined for the model, the WP problems above have
no solutions.

It suffices to prove that, if the two ILP problems above havesalutions, then the model
is free of livelock with the restriction that if is executed infinitely often then some cycle
in D is also executed infinitely often. By contradiction, we assuthat the model has a
livelocked executionr. So, after some point of runtimig, no progress cycle is executed in
r. There are two possible cases foms follows.

First, if after ¢, the cyclec is executed at most a finite number of times, then there
exists another point of runtimg > ¢, such that is no longer executed aftey. Because all
processes in the model have a finite control flow structueeirtfinite suffix ofr after¢; must
contain an infinite number of configurations such that theyagn the local state of each
process. We order these configurations by their occurrencamd obtain an infinite sequence
(s1,89,...). Let eff (s;) denote the effect vector that describes the number of messafg
each type at;. Note that eacteff(s;) is bounded below by the all-zero vector. Following
Lemma 1, there exist two configurations and s; such thati < j and eff(s;) < eff(s;).

The path betwees; ands; can be decomposed into a linear combination of cycles infwhic
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at least one cycle is executed and neitheror any progress cycle is executed. Apparently,
this linear combination is non-negative, which contraglitte fact that there is no solution
to the ILP problem (58-61).

Second, if aftert, the cyclec and some cycle’ € D are executed infinitely often, then
we select arbitrarily a configurationn at which one execution of is started. Afters;, we
may select another configuratien such that (1)s; and s, agree on the local state of each
process; (2) another execution ofs started atsy; and (3) betweers; and s, at least one
execution ofc’ is completed. This selection procedure can continue forbeeause: and
¢’ are executed infinitely often, which results in an infinitguence(s;, ss, ... ). Similar to
the argument for the first case, there exist two configuratiorand s; such that; < j and
eff (si) < eff(s;). The path betweer; ands; can be decomposed into a linear combination
of cycles in whichce is executed, at least one cycle inis executed, and no progress cycle
is executed. Apparently, this linear combination is nogai®&e, which contradicts the fact

that there is no solution to the ILP problem (62—66). [ ]

VIIl. EXPERIMENTAL RESULTS

We implemented the checking of both buffer boundednessiegldtk freedom for Promela
models in a fully automated prototype tool called Ciclo. #es the open source linear
optimization toollp_solveas its ILP solving engine [4]. All experiments were conddaba@ an
AMD Athlon 64 X2 Dual machine with 896MB memory. We used a litoange of models for
experimentation, including distributed applications,betided systems, election algorithms,
consensus algorithms and communication protocols, as rshowable IF. These models
contain many of the software architectural features thattgpical for the domain that we
consider, such as dynamic concurrent processes and mgsssgieg based synchronization.
We hence believe that we are using an unbiased selection delsmdhat allows for a
systematic experimental evaluation of our analysis aggrollany of these models possess
considerable size and complexity. As an example,Gbawaymodel is among the smallest
and simplest models in our collection, whose boundednessswecessfully proved by Ciclo.
However, its reachable global states are more thaa’, which is already too large for the

SPIN model checker to verify livelock freedom.

3The i-Protocol and Mobile Handover models were not subjetteour boundedness analysis because they use only
synchronous communication. We did not check livelock feeedor the CMDA-RLP and Sleep-Wakeup models since it

was difficult for us to identify proper progress transitianshese two models.
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Model || # Proctypes | # Running Processes | # Local States | # Local Transitions # Buffers
CDMA-RLP [3] 2 2 174 228 3
Conway [9] 4 4 25 34 3
CORBA-GIOP [42] 5 8 126 156 12
Credit Recovery [9] 5 11 52 56 8
GARP [57] 7 8 84 141 10
HTTPR-Pull [62] 3 4 207 247 5
i-Protocol [25] 4 4 54 75 4
ITU-T [55] 7 12 190 243 38
Leader Election [7] 2 5 32 41 5
Mobile Handover [7] 6 6 49 62 7
MVCC [69] 6 9 69 83 14
Neilsen-Mizuno [9] 3 11 43 48 5
SIP [61] 5 Indef. 62 86 4
Sleep-Wakeup [6] 4 4 49 60 1
Snooping Cache [7] 7 7 131 189 14
Train Controller [5] 4 5 55 62 10
TABLE I

PROMELA MODELS (IN ALPHABETICAL ORDER).

A. Checking Buffer Boundedness

Model Result RunTime Runtime Runtime Runtime Runtime # Cycles | # Effect # Message | # ILP

(Sec.) Abstraction ILP Solving Refinement Buf. Est. Vectors Types Solved
Leader Election BOUNDED 0.58 0.13 0.03 - 0.39 8 62 20 6
Snooping Cache BOUNDED 1.81 0.41 0.05 - 1.28 104 104 36 15
CDMA-RLP BOUNDED 31.89 19.98 0.01 - 11.70 886 1772 4 3
Credit Recovery BOUNDED 0.19 0.05 0.09 0.03 - 5 14 10 4
Conway BOUNDED 0.42 0.05 0.2 0.17 - 12 24 7 5
SIP BOUNDED 2.44 1.63 0.28 - - 14 2187 34 1
Sleep-Wakeup UNKNOWN 0.14 0.05 0.03 0.05 - 17 17 1 1
MVCC UNKNOWN 1.05 0.11 0.19 0.61 - 19 41 30 4
Train Controller UNKNOWN 0.81 0.16 0.33 0.28 - 10 174 18 2
HTTPR-Pull UNKNOWN 0.97 0.3 0.13 0.42 - 39 46 7 3
ITU-T UNKNOWN 1.13 0.5 0.16 0.3 - 54 207 56 2
GARP UNKNOWN 1.36 0.19 0.36 0.66 - 51 94 19 6
CORBA-GIOP UNKNOWN 1.44 0.16 0.2 0.97 - 34 38 12 5
Neilsen-Mizuno UNKNOWN 4.05 1.01 2.05 0.67 - 8 781 55 3

TABLE Il

EXPERIMENTAL DATA FOR CHECKING BUFFER BOUNDEDNESS USINEICLO

Table Il shows the experimental results and computatipediormance figures for check-
ing buffer boundedness using Ciclo. Notice that the runtforechecking a model is not
directly correlated with the size of the model. Insteadejpends on further factors, such as (1)
how much time it needs to perform code abstraction; (2) haogel@he resulting boundedness

determination ILP problem is; (3) how many refinement iters are taken; (4) how many
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cycle dependencies can be derived; and (5) the number ofagesmiffers for which buffer
bounds need to be computed, among others. Consider the sri@@MA-RLP” and “ITU-

T” which have comparable sizes. The checking of the “CDMAFRLModel took much
longer time than the checking of the “ITU-T” model. The reasare the following: First,
the “CDMA-RLP” model contains much more control flow cycles fvhich summary effect
vectors need to be computed, which again involves costtgrstant and variable dependency
detection to rule out impossible combinations of messagsipg effects of the transitions
along a cycle. Second, buffer bound estimation for the “CDRIAP” model needs to solve
three ILP problems, each of which is much larger than the dedness determination ILP

problem for the “ITU-T” model.

Model Runtime # Found | # Found Spurious # Analyzed | # Lines Of Constructed
Refinement Counterexamples Counterexamples Cycles Code Cycle Dependencies
Credit Recovery 0.03 1 1 1 6 1
Sleep-Wakeup 0.05 1 0 1 6 0
Conway 0.17 4 4 16 48 4
Train Controller 0.28 2 1 19 122 3
ITU-T 0.3 1 0 83 411 2
HTTPR-Pull 0.42 2 1 122 1514 2
MVCC 0.61 4 2 72 307 29
GARP 0.66 5 2 135 550 23
Neilsen-Mizuno 0.67 2 0 34 356 3
CORBA-GIOP 0.97 4 2 61 429 18

TABLE IV

REFINEMENT PERFORMANCE OFCICLO FOR BOUNDEDNESSTEST

Table IV shows that, during abstraction refinement, Ciclalest quite well with respect
to the number and the sizes of the cycles that it analyzedn Bveugh we can observe
that more analyzed cycles and lines of code result geneirallgnger runtime, the refine-
ment performance also depends on other factors such as haw eyele dependencies are
constructed, or how large the analyzed cycles are on average

To better illustrate the scalability of the Ciclo tool, wengpare the runtime performance
of checking different versions of the same models, as shawfable V. We observe, for
instance, that the runtime doubles when the number of rgnpiocesses increases from 33
to 63 for the MVCC model. In the Leader Election model, when inerease the number
of processes by a factor of 5 from 5 to 25, the runtime incredse a factor of 12.6.
When we double the number of processes from 25 to 50, themmanticreases by a factor

4.5. We believe that these numbers are consistent with then@oial complexity results
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Model Version # Running # Buffer RunTime # Effect # Message | # Counter- # Spurious | # Detected Cycle
Processes (Sec.) Vectors Types examples | Counterexamples Dependencies
Leader Election | 5 processes 5 5 0.58 62 20 0 0
Leader Election | 10 processes 10 10 1.45 122 40 0 0
Leader Election | 15 processes 15 15 2.78 182 60 0 0
Leader Election | 20 processes 20 20 4.66 242 80 0 0
Leader Election | 25 processes 25 25 7.33 302 100 0 0
Leader Election | 30 processes 30 30 10.58 362 120 0 0
Leader Election | 35 processes 35 35 14.84 422 140 0 0
Leader Election | 40 processes 40 40 20 482 160 0 0
Leader Election | 45 processes 45 45 28.08 542 180 0 0
Leader Election | 50 processes 50 50 33.53 602 200 0 0
MVCC 2 users 9 14 1.05 41 30 4 2 29
Mvcc 4 users 15 24 1.25 69 54 4 2 29
MVCC 6 users 21 34 15 97 78 4 2 29
Mvcc 8 users 27 44 134 125 102 4 3 15
MVCC 10 users 33 54 2.06 153 126 4 2 29
MVCC 12 users 39 64 2.38 181 150 4 2 29
Mvcc 14 users 45 74 217 209 174 4 3 15
MVCC 16 users 51 84 3.22 237 198 4 3 29
Mvcc 18 users 57 94 3.58 265 222 4 2 29
MVCC 20 users 63 104 4.09 293 246 4 2 30
TABLE V

COMPARISON OF THE RUNTIME PERFORMANCE FOR CHECKING BOUNDEIBSS FOR DIFFERENT VERSIONS OF MODELS

obtained in Section IV-C. The runtime growth for the MVCC mabds flatter than that of
the Leader Election model. This is because user proctyp@rnioss do not contribute to
unbounded behavior, and therefore the increase in the nuofliser instances has no effect
on the abstraction refinement procedure at all. This resultae same amount of runtime
for abstraction refinement for different versions of the elpdvhich happens to take up a
large portion of the total runtime for each version.

As shown in Table lll, six out of fourteen models were provedoe bounded by Ciclo,
and buffer bounds were estimated for three models. Mosnhagtd buffer bounds are small
numbers and, as far as we can tell by manual inspection, ¢ttoslee actual bounds. For
instance, Ciclo determined that each buffer in the “Leadectibn” model can contain no
more than 6 messages, while the actual bound was deternonieel 5. For the other three
models whose boundedness was proved, Ciclo was not ableliterd@pproximate buffer
bounds because either abstraction refinement was used mhieg processes could not be
statically determined during the checking of these modelshese cases our buffer bound
estimation method was not able to give a proper upper bourtie@message passing effects
of all possible acyclic execution parts, and thereforesthilo estimate buffer bounds.

Ciclo computed an “UNKNOWN” verdict for 8 models. We manyathecked their coun-
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terexamples after no spuriousness could be determinedebtott. For the “Sleep-Wakeup”
and “MVCC” models, our inspection revealed that their cenexamples are real. For the 6
models appearing in the bottom section in Table Ill, nonehef teported counterexamples
could be determined as real. In the case of the “GARP” motlelgkecutability of a control
flow cycle is guarded by the emptiness of a message buffer.eMeny since we abstract
from activation conditions of cycles, our boundedness yamalis no longer able to test
buffer emptiness. This results in the failure of Ciclo toedatine spuriousness of the last
counterexample that it found.

Table Il highlights the importance of cycle dependencylgsia to detect and rule out
spurious counterexamples. We found that most computece ayependencies are either
minimal, or precise enough for determining counterexarspl&iousness. As an example, in
the boundedness checking for the “MVCC” model Ciclo foundoarderexample consisting
of a cycle that is executable only if tHépdater process is allowed to process inputs. This
is indicated by thdrue value of a flag variable calledanProcessinput . The execution
of this cycle however sets the flag false While analyzing this counterexample, Ciclo
successfully detected a precise CCS for the above mentioyede, which contains the only
cycle that sets the flaganProcessinput back totrue. This cycle dependency was then
used to rule out the counterexample in our example. Howaveralso noticed that our
cycle dependency detection method generated imprecisendepcies for some models and
consequently failed to refine the abstractions. As an exantipé checking of the “HTTPR-
Pull” model reported a counterexample in which there is decyieat is executable if the
process crash counter is not larger than 2. However, Ciclstoacted an imprecise CCS,
among which some cycles may even further increase the macash counter. This coarse
cycle dependency could not help to rule out the spuriousvehen which the process crash
count is larger than 2 forever while the mentioned cycle i ¢tbunterexample can still be
repeated infinitely often.

Even if Ciclo returned "UNKNOWN?” in numerous cases, the fdwt our analysis returns
diagnostic information in the form of counterexamples fyelaelped in understanding poten-
tial threats to the unboundedness of the considered mdé@ither increasing the precision

of our analysis is an objective for future research.
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Model Result RunTime # ILPs # Counter- # Spurious | # Detected Cycle SPIN Runtime # Visited Global

(Sec.) examples | Counterexamples Dependencies States by SPIN
Credit Recovery LIVELOCK-FREE 0.17 2 1 1 1 9.67 sec. 1.3¢6
Conway LIVELOCK-FREE 0.42 5 4 4 4 >> 13 hours >> 5.9¢7
Mvcc LIVELOCK-FREE 0.81 4 3 3 3 4.88 sec. 780580
GARP LIVELOCK-FREE 1.71 6 5 5 5 204 sec. 1.1e8
Mobile Handover UNKNOWN 0.28 2 1 0 1 0.015 sec. 43
Snooping Cache UNKNOWN 2.17 4 4 3 3 0.016 sec. 32
Leader Election UNKNOWN 0.55 2 1 0 1
Train Controller UNKNOWN 0.58 2 2 1 1
i-Protocol UNKNOWN 0.53 5 4 1 4
ITU-T UNKNOWN 0.73 1 1 0 0
CORBA-GIOP UNKNOWN 2.02 4 3 2 3
Neilsen-Mizuno UNKNOWN 2.19 2 2 1 1
SIP UNKNOWN 4.33 3 2 0 2
HTTPR-Pull UNKNOWN 3.67 5 4 2 4

TABLE VI

EXPERIMENTAL DATA FOR CHECKING LIVELOCK FREEDOM USINGCICLO

B. Checking Livelock Freedom

Table VI shows the experimental results of checking livkeldeedom using Ciclo. We
compare the runtime performance of Ciclo and the SPIN mdustler for checking livelock
freedom for the first six models in Table VI. For the four madelhose livelock freedom
was proved by Ciclo, SPIN either took much longer time to prthe property or, in case of
the “Conway” model, did not reach any conclusion after ragrfior more than 13 hours. As
another example, when we increased the number of user gectem 2 to 4 in the “MVCC”
model, SPIN could not finish the checking after 1 hour befoeeran out of patience and
terminated the model checker. For the models “Mobile Haedoand “Snooping Cache”
we were able to establish manually, based on the countep&arprovided by Ciclo, that
they were indeed livelocked. This was confirmed by SPIN, antéréstingly in these cases
SPIN took a lot less runtime to produce the proof by model kimgcthan it took Ciclo to
compute counterexamples. For the final group of eight podsowe were unable to establish
manually whether these models were actually livelocked, &a therefore did not perform
a systematic experimental comparison with SPIN. Howertlie “i-Protocol” SPIN can
prove livelock freedom in a fraction of a second while Cictildd after not being able to
determine spuriousness for some counterexamples thatstreeted. Note that the difference
of the columns “Counterexamples” and “Spurious Countergias” gives the number of
counterexamples that could not be proven spurious, ancehanihe potential for improving

the counterexample refinement procedure that we use.
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The imprecision of our livelock freedom analysis reflecte ttparseness of our code
abstraction and cycle dependency determination techsjguieich need to be improved in
future work. The experimental results show that Ciclo carubed as a complementary tool
to the SPIN model checker for the checking of livelock fremd@specially when the model

being checked is too large for SPIN to reach conclusion withieasonable amount of time.

IX. CONCLUSION

We have presented a property checking framework for bufeemdedness and livelock
freedom analysis applicable to infinite state asynchromeastive systems given as Promela
models. Since these two properties are undecidable foritmfgtate systems, the property
checking methods that we proposed are inevitably incorape proposed an automated, in-
complete abstraction refinement method in order to remoneesaf the imprecision obtained
from the coarseness of the abstraction. The refinemensrehedetecting the spuriousness
of counterexamples by using static code analysis followgdab exclusion of spurious
counterexamples from the solution space.

We have performed an extensive experimental evaluatiouopmperty checking frame-
work. The application of our framework to Promela models besn fully automated, which
is an important precondition for adoption in practical s@fte development processes.

The experimental results show that for both properties,an@cking method scales well.
When increasing concurrency in the model, while state spapéring methods would see
an exponential runtime increase, our the method perfornignpmially. Our experiments
also illustrate the strengths and weaknesses of the awtdnahistraction refinement that we
have proposed. Finally, we have seen that in the case obtikefreedom checking, our
property checking approach can outperform model checKimgparticular it can provide
answers where finite state verification tools will run out admory or take too long to return
an answer.

Next to the technicalities of the proposed property chagkiamework a major contribution
of this paper lies in showing that efficient property chegkimethods can be obtained by
devising property specific abstractions in combinatiorhvefficient checking procedures on
the chosen abstraction. This is a deviation from mainstregstem verification approaches
that often support much more general property specificati@thods. We are trading this

generality against efficiency in the property checking pssc
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We are currently working on extending our property checkmnegthod in the following

ways:

« We wish to detect more types of dependencies in the modgls dependencies between

the acyclic and the cyclic part of an execution.

We will add capabilities to detect that a counterexampleds gpurious, for instance
by searching the state space for a possible counterexam@dteiteon, or by using the
sufficient condition for unboundedness proposed in [41].

We plan to develop automated analysis of UML RT models by ripoating analysis
methods such as slicing [70], value analysis [22] and comgieopagation [71].

Finally, we will investigate how to apply our property cheéakapproach to more general
system properties, for instance by incorporating ideash ftioe state equation technique
from [17].
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