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Abstract

Currently, no approaches are known that allow for non-teatidn proofs of concurrent programs
which account for asynchronous communication via FIFO agssjueues. Those programs may be
written in high-level languages such as Java or Promela. M&ept a first approach to prove non-
termination for such programs. In addition to integers,ghegrams that we consider may contain
queues as data structures. We present a representatiorudsjand the operations on them in the
domain of integers, and generate invariants that help ugepmon-termination of selected control
flow loops using a theorem proving approach. We illustraie éipproach by applying a prototype
tool implementation to a number of case studies.

1 Introduction

The non-termination of program loops is an interesting prgpof a program. For instance, tests for
buffer-unboundedness of concurrent code, such as the ggested in[[10], rely on the presence of
non-terminating program loops. Non termination is a nemgsbut not sufficient condition for buffer-
unboundedness: a system contains an unbounded Hwifiethere existsno constantc such that, for
each reachable sta& the length of the content of the buffbrin stateSis less tharc. This implies in
particular that the state space of a prognamith an unbounded buffer has to be infinite. The application
of Konig's lemma, which asserts that every infinite tree oftéi degree has an infinite branch, on the
reachability tree op implies thatp has a non-terminating execution. Hence we are confrontddtie
problem of proving non-termination for high level programmand modeling languages.

It is our ultimate goal to adopt the test described_in [10] trenexpressive concurrent code. As a
sub-goal, we describe in this paper a non-termination eatibn methodology for concurrent programs
that contain message passing via unbounded FIFO queuedditioa to queues, the programs that we
consider may contain integers as data structures. It isssunaption that the methodology we present
in this paper can easily be adopted to other high-level datatsres.

Asynchronous concurrent programming is possible via uarfgrogramming languages, such as for
instance Java. Java does not have syntactically builtsimn@oenication buffers, but the language comes
along with libraries that allow for programming FIFO quewsséd communication. While it will ulti-
mately be interesting to apply our verification methodolagya programming language such as Java,
we currently apply our analysis only to concurrent code igecin Promela, the input language of the
SPIN model checker [9]. This choice is motivated by convecge— the SPIN environment offers easy
access to the syntactic structure of the language, SPINasily é&e modified to allow for the type of
concolic execution [7, 12] that we use, and there are lotootarrent Promela models available in the
public domain. We maintain that Promela encompasses theatenmmunication features offered by
any higher-level concurrent programming language, andé@ssume that our conceptual results are
easily transferable to those languages. We also wish td potrthat we do not intend to compete in any
way with the finite state verification engine of SPIN, whichukbbe entirely unsuitable to verify the
type of properties we aim at. Finally, we do not assume thesatgsbuffers to have finite capacity, even
though we need to fill in dummy capacity values to satisfy SMomela parsing requirements.
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Figure 1: The non-termination proof approach.

TheApproach. The general structure of our approach, as illustrated inréid, comprises the follow-
ing main stages:

e During the first stage (markeg) we need to find looping executions of the program that caii at a
lead to non-terminating program behavior. We do so by detengy lasso shaped executions in
the global control flow graph with the help of concolic exéont

e During the second stage (mark&) we generate an invariant for any non-termination candidat
that we determined during sta@eusing information collected during the concolic execution

¢ In the course of the third stage (markBilwe use a theorem prover in order to attempt to show
non-termination for the candidate that we determined leefiorthis proof we will use the invariant
generated during stage

These three stages are embedded in two cycles: If a proadfigtfails, then the invariant is refined
using information from the failed proof attempt. Afterwaré new proof attempt is started. If the proof
still fails after several refinement steps we assume thatahdidate is spurious. In this case the concolic
execution is resumed to generate another non-terminagiodidate. Now, the same procedure is applied
to this candidate. The approach comes to an end if eitheraf pttempt succeeds, or if the concolic
execution does not deliver any more candidates. In the [z the termination behavior of the program
remains unknown.

In order to use state of the art non-termination proof temies as a basis of our approach we replace
the queues of the program by an integer representation ofegu@art). The advantage of this repre-
sentation is that state of the art theorem provers and @nissolvers provide powerful and sophisticated
techniques to deal with integers. A translation to an integresentation promises the possibility to take
advantage of the reasoning power of these tools. Dependinghether the language under consideration
provides queues as first class entities or not, the replatsshthe queues has to be done before or as part
of the non-termination candidate generation. Notice thatur particular setting, queues are first class
entities within the Promela language. The non-terminatiandidate generation itself consists of two
parts: In the first part (markdd) we use concolic execution in order to generate executigtisaNtasso
shaped control flow. Those executions could potentiallg teca non-terminating execution. In part two



of the candidate generation the executions are rewrittanstmple while-program. This while-program
has the property that its non-termination implies the remmtnation of the original program.

We have implemented our approach by modifying the modellare®PIN [9] to deliver lasso-shaped
non-termination candidates. This modification allows ushitain lassos from SPIN without having to
specify a never claim or some form of liveness property to lbecked. Furthermore, we use the all
purpose verification system Kel|[1] to perform the non-teraion proof attempts on the candidates.

Related Work. Though there has been a lot of research on non-terminatimuf pgchniques for logic
programs and term rewriting systerms [6], to the best of oomktedge there exist only three approaches
which focus on proving non-terminatidor high level languages

In [8] an approach to prove non-termination®@programs by calculating recurrent sets with the help
of concolic execution is presented. The approach uses gemoriration candidate generation similar to
the one in parM of our approach. However, instead of translating the exactd a while-program as we
do in partT, the executions are transformed to a set of linear inequatidhich is solved by a constraint
solver. A drawback of [8] is that their approach can genamtarrent sets only for variables of integer-
like types. Moreover, this approach is able to handle onbp$owith linear updates to variables.

Another approach [13] for non-termination proofs for Javagpams is based on the KeY system.
KeY is able to execute arbitrary Java Card programs (as wellsubset of Java SE programs) symboli-
cally with the help of a multi modal logic, called Java Dynarhbgic (Java-DL). The approach in_[13]
is restricted to a subset of Java-DL, called While-DL. Nemtination is expressed in terms of a While-
DL formula. Proofs of the correctness of this formula arematited with the help of loop-invariants that
aim to ensure non-termination. The loop invariants are gdeé and refined by an invariant generator
which uses information from failed proofs to refine previgugenerated invariants. A drawback of this
approach is that it is currently not applicable to concurgrngrams, and that it has not yet been applied
to other data types than integers. Nevertheless, we arg thsghapproach as a starting point for the parts
G andP of our approach.

The last approach [6] proposes a non-termination proofiigcie for Java Bytecode. This approach
approximates the Bytecode and compiles it into a consti@git program with linear constraints. In case
the approximation is exact, non-termination of the comstiagic program implies non-termination of
the Bytecode. In case exact approximations of data stegtare available, those may be handled as
well. However, this approach suffers from the same shoriiegras [8]: Since the approximation of non-
linear constraints with the help of a linear constraint esis not exact, both approaches can handle
only programs with linear constraints.

2 Foundations

2.1 Promela/SPIN

Promelais a modeling language for concurrent systems and as sudhphelanguage of the explicit
state model checkeé&PIN[9]. It has been successfully used for the modeling and aisabf many con-
current systems [11] 4]. Promela is based on a subset of tigegonming language, and adds guarded
commands as well as concurrent processes, variablessastaycts and different types of communica-
tion to the language. The communication primitives usedrantela include asynchronous communica-
tion, synchronous rendez-vous communication, and synctation via shared variables.

In the following we will go through parts of the language wilie help of a simple example model,
given in Figure[R. This example will be used as a running exampthe paper in order to explain
our approach. The model consists of two concurrent prosgsse of the process typa and one of
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mtype = {a,b,c,d}; 14 active proctype P1(){

int i = 0;
chan f12 = [100] of {mtype}; 16 int j = =3;
chan f21 = [100] of {mtype}; do
18 i >= 0 —> i++; f12la; f21?b—> fl12!d
active proctype P2(){ ;
do j < —-2-—>j——; f12'b; f21?c—> fl12!d
10 f12?2d —> skip; ;
o f21ta; f12?c—> f21'b; 20 b — ) >=1-—> fl12lc; f21?a—> fl2!d;
o f21'c; fl2?a—> f21!a; od;

o f211b; f12?b— f21!c; 22 }
od;

Figure 2: An example model in Promela.

process typ@2. Both types are instantiated once, which is expressed bigefw@ordactive. P1 and

P2 exchange messages via communication buffedissends messages #@ via buffer £12 while P2
sends messages ka via buffer£21. The types of exchanged messages are defined as elemengs of th
special enumeration typetype. Each client performs a loop where it chooses non-detestigally
between three respectively four possible execution bloBlkah possibility can be executed only if the
first statement of the block is executable. A statement iswgable if it evaluates to true. In contrast to
Boolean expressions like >= 0 and receive statements lik@17c assignments likeé = 0; are always
executable.

p2 pi
Figure 3: The system of extended CFSMs for the model of Figure

The operational semantics of Promela can be defined withahpedf transition systems with FIFO
channels (TSFCs) [10] extended by data types ranging ovgx flomains, and depth-bounded process
recursion. TSFCs are a generalization of Communicatintgfstate machines (CFSM5) [14, 2]. CFSMs
are often used for the specification of asynchronous coewtisystems like communication protocols
[14,,12]. Informally, a system of CFSMs is a set of concurraotcpsses. Each of the processes in a CFSM
system is a finite state systems that communicates via theege of messages through First-In-First-
Out (FIFO) buffers with other processes in the system. TeHRbuffers have unbounded capacity. A
CFSM system is hence an infinite state system, and many stiteggroperties for this class of systems
are undecidablé [2]. Figufé 3 shows an example of a systeniF8M3 extended by data types ranging
over finite domains. In a system of CFSMs, there is a bufifef for each pair of procességs j). fi_.
can only be written by processwhereasf;_,; can only be read by procegsin contrast to CFSMs, in a



TSFC, every process is allowed to access every buffer witi@rsystem. The semantics of TSFCs can
be given as reachability trees. Every finite or infinite patlthie reachability tree is an execution of the
system.

As stated in full detail in the introduction, the choice oétRromela in the context of this paper is
motivated by convenience — the SPIN environment offers easgss to the syntactic structure of the
language, SPIN can easily be modified to allow for the typeootolic execution that we use, and there
are lots of concurrent Promela models available in the puldimain. It is important to note that we
are ignoring the bounds on buffers in Promela and assumdtiffers can hold an arbitrary number of
messages. In other words, we do not take advantage of ththadPromela models, when complying
with runtime limitations imposed by the SPIN model checlae finite state systems, but consider
Promela models to be infinite state instead.

2.2 TheADT queue

We are using the axiomatic definition of the abstract data §ADT) queue of[[5] with the abstract
algebra restricted to the operatiomsqueuedequeueheadandisEmpty However, we abbreviate the
terms

enqueuéxy, enqueuéxs, . . .enqueuex,, emptyQueug ..))
by wordsx,. .. X1 X € Z* to provide better readability.

3 Proving non-termination of asynchronously communicating concurrent
programs

As sketched in the introduction, our approach consists of fihases: the replacement of the queue
implementation (markeR), the generation of non-termination candidates (maedhe invariant gen-
eration (markeds) and the proof attempt on the candidates (mafRedrhese parts will be discussed in
more detail in the following sections in their chronolodioader.

3.1 Integrating queuesin current non-ter mination-proof techniques (phase R)

In order to reason over queues we use integers to represeqiidues as well as the operations on them.
There are several reasons motivating this approach:

e First, the integer representation enables a simple extendistate of the art non-termination proof
techniques like[8] and [13]—which mainly can handle / gateiinvariants for integers—with the
ability to reason over arbitrary data types, including qseu

e Second, state of the art theorem provers and constrairgrsghvovide powerful and sophisticated
techniques to deal with integers. Thus a translation to &&ger representation promises the
possibility to take advantage of the reasoning power ofegthegls.

¢ Finally, as we show later, the invariants which we will derfer buffers in their integer represen-
tation will not contain explicit quantification. This makiégasier to reason over the thus obtained
invariants.

The next section will introduce the integer representattanqueues which we use in our approach.
Afterwards, it will be discussed how the replacement/ tiatitn of queues in phagecan be performed.



3.1.1 Integer representation of queues

If one enumerates all elements of the alphabeif a queueq from 1 to |Z|, the content ofy can be
thought of as a natural number encoded in a positional nuragséem with radix := |Z| + 1. If, for
instance, queuq has the alphabef = {a,b,c,d} and contentx = , then we can translate
the buffer content tor (x) = [1[2[114]4] by assigning messaggethe value 1) the value 2¢ the value
3 andd the value 4. Written in a positional numeral system with xasliwe haver(x) = 12144 and
thus we can assign to the buffer content=[alblaldld] the integerr(x) = 12144 = 1-5*+2.5% +
1.-524+4.51 +4.50 = 924,,. The number 0 is assigned to the empty queue. The enumegitbn
therefore starts with 1 instead of 0. Thus, if one chooseslztrary bijective functiono : = — Z5 one
can define an injective functiori which assigns every queue conterg >* a natural number’(x) € N
in the following way:

2" —N
T 0 if x= _
X — . _ : _I X_g withr := ||+ 1.
Sito(o(X%)+1)-r' if X=Xn... X

In order to show the correctness of the integer representalfined byr’ we define an isomorphism
between the ADT and the integer representation. The firgttstdo so is to define a bijectionbetween
>* andimag€T’):

. 2" —imagdt’) Cc N
| xe T(X).

T defines an isomorphism if the operati@mueuedequeuecheadandisEmptyare defined oimageg t’)
as in the following paragraphs. Note, that we give the défimibf the operations in the first line of the
equations and prove the isomorphism property in the foligwanes.

enqueue:  Adding a message ; € 3 to a queue with contert(x) = S1_o(a(x) +1) -r' in integer
representation equals the calculation of

enqueuér (X_1),T(X)) : = T(X)-r + T(x_1)
|
2 (004)+1)-r r'r+(o(x1)+1)

o(X-1)+1)-

J\”/H-

enqueu(9< 1,X)) .

If one adds, for instance, the messab® the queuabad, which results in the queusbadd then this
is equivalent to the calculation @fabad) -5+ 4 = 1214 -5+ 4= 1214Q + 4 = 12144 = t(abadd.



dequeue: Removing the head of the quegewith contentt(x) = S1_q(a(x) +1)-r' is equivalent to
the calculation of

dequeuér(x)) : = T(x) modr'

— (-IZ)(U(Xi) +1)-r") modr'

((o(x)+1)-r") modr' + (th(G(Xa)Jrl)-ri) modr'> modr'

1
_Z) (X%)+1)-

= 1(dequeu&)) .

I
VS

If one removes, for instance, a message from the qabadd which results in the queusadd then
this is equivalent to the calculation ofabadd mod 5" = 12144 mod 5 = 2144 = 1(badd).

head: Reading the heax| of the bufferx with (x) = S!_y(0(x) + 1) - r' equals the calculation of

head T(x)) : = T(X) div r'
!

= ('Z)(U(Xi) +1)-r) div r!

=0(x)+1
= 1(headXx)) .

For instance, if one wishes to retrieve the head of the qaéadd which is the messagg then this is
equivalent to the calculation afabadd div 5* = 12144 div 5* = 15 = 1(a).

isEmpty: The functionisEmptyis defined in the following way:

ISEmpty(1(x)) : = 7(X)=0
= X=emptyQueue
= ISEmptyx)

If we enlarget to booleans by the identity function this is equivalent to:

= T(iISEmptyx))

Here we distinguish explicit between the equality predicatand the equality= symbol of the meta-
language.

3.1.2 Usingtheinteger representation

In order to use the integer representation of queues in gomaph one has to replace the original
implementation of a queue by its integer representatiolis iEldone in phasR. To this end we have to
distinguish the following two cases:



e Queues aréirst class entitie®f the language under consideration, such as itis the c&®inela.
In this case the syntactic constructs of the language, ssidhranstance the message sending
expressiony ! a, have to be translated to semantically identical statesnexpiressed in the integer
representation of queues. This is done as part of the ttarslaf the execution path in pha3e

e Queues araot first class entitigdut have to be implemented with the help of the languagé,itse
such as it is the case in Java. In this case an approach wotdd&glace the original, for instance
Java, implementation of a queue by an implementation of tieeig in integer representation. Of
course, one would have to take care that both implementatbare the same interface and are
semantically equivalent (which should be the case if thgial implementation conforms to the
ADT). In this second case it is easier to replace the implaatiem by the integer representation
before the non-termination candidate generation becaiseadlieves us from the necessity to
search for and replace operations on queues by their integeFsentation within phage

Note, that in most cases it is not possible to use the ADT atghase instead of the integer repre-
sentation because most programming languages do not prdirigtct support for ADTS.

3.2 Generating non-termination candidates (phase C)

With the help of the interpretation of queues as integers ihiprinciple possible to extend the non-
termination proof approach of|[8] directly to programs wWigH-O buffers. In this case the system of
(linear) updates of |8] will become a system of non linearatpd containing the operations on integer
represented FIFO buffers. The problem with this approathaisthe resulting set of equations contains
powers, and that it is thus not linear any more. Though we hladlkaat any constraint solver we are
aware of and which might have been able to solve the consgétem, in the end none of them seemed
to be suitable for our needs. Note that the constraint systksm contains existential and universal
guantification. However, we will take advantage of the ideaatibed in[[8] of using concolic execution
to generate executions with a lasso shaped control flow. X®éeudons then are not translated to a set
of inequalities as in[[8], but will be translated to a simplbiM-program. If the while program does
not terminate, then the original program won't terminatdesi This while-program is what we call the
non-termination candidate.

The concolic execution can be performed by a model chedke!SPIN or JPF after slight technical
modifications that ensure that lassos can be found indeptnde any particular property checking.
The model checker searches the global state transitiom gnati it discovers a global control flow loop.
The control flow loop might be a loop in the global state traosigraph. In this case we immediately
know that the program is non-terminating. However, in masges a program is non-terminating but has
no or only extremely long loops in its global state transitgraph. Consider for instance the following
program:
active proctype P(){

int i = 0;
do
N
od;
}
In these cases the model checker normally is not able to shawarmination by searching for loops in
the global state transition graph because of memory andhratimitations. In order to be able to prove
non-termination for those cases we search for global cbifke loops instead of loops in the global state
transition graph and apply a more sophisticated non-textiain proof technique on the found executions.
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public static void loop () {

final byte a = 1; final byte b = 2;
final byte ¢ = 3; final byte d = 4;
final byte radix = 5;
int g =0; int | = 0; int p = 1;
int i = 0;
while (true) {
i++;
g = qx* radix + a; px*= radix; |++; /]l enqueue a
if ((q = radix) / p == a){ !/l dequeue a
g=9g% (p / radix); p /= radix; F—;
} else break;
g = qx* radix + b; px*x= radix; |++; /! enqueue b
g = q * radix + a; p=x*= radix; |++; !/ enqueue a
if ((q = radix) / p == b) { /! dequeue b
qg=9g% (p / radix); p /= radix; F—;
} else break;
g = q* radix + b; px*x= radix; |++; /! enqueue b
g =g * radix + a; p=*= radix; |++; /! enqueue a
g = q x radix + b; px= radix; |++; I/l enqueue b
if ((q = radix) / p == a){ /! dequeue a
qg=9g% (p / radix); p /= radix; F—;
} else break;
if ((q = radix) / p == b) { // dequeue b
g=9g% (p / radix); p /= radix; F—;

} else break;

Figure 4: Simple example of a non-termination candidate.

Example 1. Consider the model of Figufd 2. One lasso shaped executiachvid generated by the
adopted version of SPIN is the following:

(((i-37)>=1)); f2lla; fl2lc; f12%c; f21!b; f21%?a; fi12!d; ((1>=0)); i++; fi22d; (1);

fR1llc; f12la; fi12%a; f21!a; f212b; f12!d; ((j<-(2))); f122d; (1); j--; f21!b; f12!b;
f122b; f21lc; f21?c; fi2!d; f122d; (1);

As it will be shown in the next sections, this execution iddeads to a non-terminating program behav-
ior.

If an execution with a lasso shaped control flow is found, tttenmodel checker generates the
sequence of program statements executed on this execlitiersequence of statements always consist
of a stem part, which we refer to bistem>, and a cycle part, which we refer to Byycle>. In the
second part of the candidate generation (markeédhe executions are rewritten to a program of the
following form:
<stem>

while(true) {
<cycle>

}

Thewhile (true)-loop will be exited by &reak command every time a condition feycle> evaluates
to another value than in the original executiorcefcle> after<stem>. This way it is ensured that the
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public static void run() { 18

/I mtype [/f21'a
final byte a = 1; final byte b = 2; 20 f21=f21x5+a; f21lpx=5; f21l++;
final byte ¢ = 3; final byte d = 4; /1 fl2!c
/I proctypes 22 f12=f12«5+c; f12px=5; f1l2l++;
PO pO = null; P1 pl = null;
/lvariables 24 [1f1272c
int f12 = 0; int f21 = 0; if ((f12«5) / f12p == c¢) {
int f121 = 0; int f211 = 0; 26 f12=f12%(f12p /5); fl2p/=5; f12+—;
int f12p = 1; int f21p = 1; } else break;
/Il processes 28
if(p0 == null) p0 =new PO(); [/1f21'b
if(pl == null) pl =new P1(); 30 f21=f21«5+b; f21px=5; f211++;
while(true) { 32 [...]

I (((i=j)>=1)) }

if (1'(((p0.i—p0.j)>=1))) break; 3 }

Figure 5: The first part of the translated execution of Exafdpl

non-termination of the while-program implies the non-tevation of the original program. Figufg 4
shows a simple example of a rewritten execution path.

Example 2. The first part of the execution path of Examlple 1 rewritten da\a program is shown in
Figure[5.

Furthermore, we calculate which messagew) € ~* are added to the queue during one execution
w of the loop of the candidate and which messagéw) € Z* are removed from the queue. Consider
for example the non-termination candidate of Fidure 4. Hiefe) is ababandout(w) is ababab This
information is important for the invariant generation iraghG.

Example 3. In addition to the candidate of Example 2 SPIN determines:

in12(w) = cdadbd outi2(w) = cdadbd
ing21(W) = abc outo1(w) = abcabc

In the example in Figuril 4 for each buffer both its lengs well as its leading exponept=r'~1
are logged. This has practical reasons: Since most progirsgrianguages, such as Java in the example,
do not provide a built-in pow operator, it is convenient tg o= r' in order to calculate, for instance,
gqmodr! = gmod p efficiently. It also simplifies the non-termination proofphaseP if the lengthl of
a queue is logged.

With the help of the values dh(w) andout(w) we generate a non-termination invariant for the
candidate as discussed in the next section.

3.3 Generating invariants (phase G)

The idea of the non-termination invariant for queues is thatqueue conterg should always have a
form which cannot disable the executability of the loop. flisaq = x andin(w) = x! (i, > 0) are
repetitions of a common sub-wosd For instance, consider again the loop of Figure 4. In thieca
the queue content is an element(ab)*. Thusq andin(w) are repetitions of the wordb. If we have
determined which messag@gw) = Xp...%n—1 are removed from the queuwgon an executiorw of
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Normal part: Part for buffer f21:

pO.i >= 0 & f21 >= 0

& p0.j <= -3 10& f211 >= 0
& f21p >= 1
Part for buffer f12: 12 & (
f21 = 0 & f211 = 0 & f21p = 1
& f12 >= 0 14 |
& f121 >= 0 f21 = polynomial (0, f21I- 1, 5,
& f12p >=1 f_x123)
& ( 16 & 211 % 3 =0
fl12 = 0 & f121 = 0 & f12p =1 & f21p = pow(5, f211)

) 18 )

Figure 6: Invariant for the non-termination candidate a@fufel%. In this example the radix for buffet2
and bufferf21 is 5. Furthermore the buffef12 is empty after each execution of the lodpf2(w) =
out12(w)) and for bufferf21 it holdsingzi(w) = 123 andoutso(w) = 123123.

the loop and which messagest(w) = yp...ym-1 are added ta, then we can formulate the following
invariant:

(@>0AI>0)A((q=0AI=0)V (q= E:x(i mod(m-n) ' A (I —lg) mod(m—n)=0)) (1)

Note thatl is the length of the queue wherdass the length of the queue before the first execution of
the loop. The invariant states that

¢ the queudis a natural number and has at least lengtg 8 QA1 > 0), and
¢ the queue is either emptg & OA I =0), or

e the length ofg minuslp is a multiple of m—n and g has the formg = xx...xz wherex =
XoX1 .- Xm-n—1) @ndzis a prefix ofx. This implies thatg andin(w) are in principle repetitions
of the same sub-word However, the buffer content before the execution of the lomy add a
prefix z of x to the end of.

Of course, this is only the part of the invariant which ensufeat the loop will not terminate because of
the content ofj. The complete non-termination invariant is the conjunctéInvariant (1) for all queues
of the system and the invariants generated by failed préefrgits generated as in [13]. The idea of the
invariant we describe above has some similarities with tHiebunboundedness condition 6f [10]. Note
that it is easy to generate the invariant automaticallytheumore, we suspect thatdoes not have to be
a constant but can also be a symbolic variable or expreskiowever, we currently lack a proof of this
assertion.

Example 4. With the help of imp2(W), outi12(W), ing21(w) and out,;(w) of Examplé B we generate for
the example of Figuriel 2 an invariant consisting of the parttfoffer f12 and the part for bufferf2z1 of
Figure[8.

3.4 Performing proof attempts on the candidates (phase P)

The non-termination proof attempts are performed as_ih W] KeY as theorem prover by verifying
the following JavaDLI[[1] formula:



powMultPow {

26 \heuristics(userTacletsl)

2 \find ( }s
pow(x, a) = pow(x, b) 28
4) estimatePow {
\ sameUpdatelL evel 30 \find (
6 \replacewith ( pow(a, x) <= Z(neglit(n))
pow(x, a + b) 32 )
8 ) \replacewith (
\heuristics(userTacletsl) 34 false
0 }; )

3 \heuristics(userTacletsl)

12 powEgReduction { s
\find ( 38
14 pow(Z(n), a) = Z(m) polynomial_-DivPow {
40 \find (
16 \sameUpdateL evel polynomial(a, b, Z(r), f) / pow(Z(r),c)
\replacewith ( 42 )
18 \if(Z(m) <= 0) \ sameUpdateL evel

20

\then(false)
\else(\if(a

4a \replacewith (
polynomial (max (0,

= 0) a—c), b—-rc, z(r)

\then(1 = Z(m)) , permut(f, ¢ % valn(f)) )
22 \else(\if(Z(m) % Z(n) = 0) 46 )
\then(pow(Z(n), a1) = Z(m) / Z(n)) \heuristics(userTacletsl)

24

\else(false))) 48 };

)
Figure 7: Examples of rewrite rules to handle powers andnmtyials.

\[{ lasso.run(); }\] false

Here,lasso.run() is a place holder for the class / method name where the wiilgrpm has been
implemented in. The formula evaluates to true iff the metimthsso . run () does not terminate. Dur-
ing the proof, the invariant of Sectign 8.3 is used to shownibre-termination of th@hile (true)-loop.

If KeY is not able to prove the non-termination of the cantidaith the help of the initial invariant, then
the invariant is refined with the help of the failed proof aif# using the approach af [13]. Afterwards a
new proof attempt is started.

Example 5. While KeY is trying to prove the non-termination of the peogrin Figure[®, the invariant
of Examplé ¥ is refined to the complete invariant of Figure &h\tie help of this invariant KeY is able
to prove the non-termination of the program.

As stated in the introduction, the approach[ofi[13] is notaflé for our needs on its own, because
the approach is not applicable to multi-threaded prografsthermore, as seen in Sectigns| 3.2 and
[3.3, some information has to be derived from the loop withhbkp of the concolic execution in order
to be able to generate an appropriate invariant. Since @ariants of Sectiof 313 contain powers and
polynomials we need to be able to handle those functionsaat tedimentary in our proof. Because the
KeY system does not provide built in functions for powers gotynomials we have to introduce new
uninterpreted function symbols and rules for those fumcigmbols to KeY. This way KeY can be ex-
tended with the ability to reason over powers and polynamidiowever, writing sound and appropriate
rules for the uninterpreted function symbols is a challeingigs own right, and providing these rules is
a further contribution of our work. Note, that we are not asvaf any theorem prover which is able to
handle those functions out of the box.

Figure[T shows some examples of our rule set. The main syratgnd the rules is to bring terms
into a form so that we can take advantage of relations betwegrers and polynomials to simplify



IS

(2]

mtype = {a,b,c}; 10 }

chan f12 = [100] of {mtype}; 12 active proctype P2(){
chan f21 = [100] of {mtype}; do
14 :0 f12?b —> skip;
active proctype P1(){ ;o f2lte; fi12?a— f21lc;
do 16 od;
o f12ta; f21?2c—> f12!b; }
od;

Figure 8: JEJA case study

them. Such a simplification is performed for instance by thle polynomial DivPow. Note, that
polynomial(a, b, r, f) represents the polynomiglib:af(i mod n)-r‘, wheref is a function which
assigns the positions 1 to— 1 values. Furthermore the terpow(x,a) represents the powe®. In
addition to such simplification rules our rule set contains

¢ rules for commonly known equivalences of powers and polyiatsas in the rul@owMultPow,

e rules to decide the correctness of equations and ineqgativer powers and polynomials as in the
rulespowEqReduction andestimatePow, and

e rules to resolve concrete powers and polynomials like tima 1é.

3.5 Implementation

We have implemented our ideas by extending the SPIN and Ke'.t8PIN searches the state space of
Promela models, generates lasso shaped execution pattnam@sidtes the Promela code on the execution
path to a Java program as presented in SeCfidn 3.2. KeY theaes the invariants and runs the non-
termination proof attempts with the help of an extendedriavé generator and rule base as presented in
Section$ 313 and 3.4.

One might wonder why the Promela paths are translated toidaigad of analyzing the Promela
code directly. This translation seems to be questionabteghere might be inconsistencies between the
semantics of Promela and Java. However, we are confidemahatonsistencies are introduced since
the Promela code on the execution paths contains only boabgaressions, assignments and send and
receive statements. Those have a quite unique and commgmgdion semantics. By translating the
Promela code to Java we can take advantage of KeYs abiligason directly over Java code. Otherwise
we would have to execute the Promela code symbolically anmskate the effect of the Promela code to
some logic formula. KeY relieves us from this work if we prde@iKeY with Java code.

The ability to execute code symbolically as part of the raagpis one reason why we use KeY.
Another reason is that KeY provides a rule base which can temdgd very easily. This way we are able
to handle the invariants of Sectibn 8.3 as discussed in@¢8t4. Finally, we can take advantage of the
invariant generator of [13] and its existing integratiotoiKeY.

4 Experiments

Since our implementation of the approach is still in an egriytotype state, we were able to test the
approach only on four case studies. The non-terminatioafpras successful on all of them.

Two of the case studies, the JEJA case study of Figure 8 andHNiecase study of Figuid 9, are
simple models with two processes communicating via two Fiie@ers. Because no further variables



1 chan chl = [10] of {byte}; do

chan ch2 = [10] of {byte}; 13 chl?1—> ch2!1;
3 ;. break;

active proctype P1(){ 15 od;
5 do do

chl!l —> ch2?1; 17 chl?1—> ch2!1; ch2!1;

7 od; break ;

} 19 od;
9 goto inits;

active proctype P2(){ 21 }
11 inits: skip;

Figure 9: PEX case study

1 mtype = { ini, ack, dreq, data, shutup, od
quiet, dead}; 19 fi;
3 chan M = [100] of { mtype }; 21 M?shutup; W!'quiet; M?dead
chan W = [100] of { mtype }; }
5 23
active proctype Mproc () active proctype Wproc ()
7 { 25 {
Wlini; M?ack; W?ini; Mack;
9 27
timeout —> do
11 i f 29 0 W?dreq — M!data
;0 Wrshutup :: W?data—> skip
13 :: Wldreq; 31 0 W?shutup—> M!shutup; break
M?data —> od;
15 do 33
o W!ldata W?quiet; Mldead
17 ;2 Wlshutup; break 35}

Figure 10: DTP case study

are involved, we are able to show the non-termination ofetmesdels with a slightly modified version of
the concolic execution already in phdde Of course, we are also able to show the non-terminiation of
these models using the invariant generation and the theprewing part of our method. No refinement
steps are necessary for these models. The DTP case studyuod[ED is a case study over a simple data
transport protocol. We are able to show the non-terminiatibthe model without any refinement steps
for this example as well. Finally, we proved the non-terrtioraof the example of Figuid 2. In addition
to queues, this example involves two variables which infteethe executability of the loop. Notice that
none of the approaches mentioned in the introduction istatitiandle this example.

We cannot provide exact execution times since our impleatient is not yet fully automated. We
expect execution times of up to a minute on an [Rt&ore™2 Duo CPU E6750 with 2.66GHz. A
reason for the fairly high expected execution time is tha¥ Keeds around 12 seconds each time it
starts up and parses the sources, in addition to the coriqnaty expensive theorem proving.

5 Conclusions

We have presented a non-termination proof technique fordmspnous concurrent programs which com-
municate via FIFO buffers. This approach is to the best okoowledge



e the first approach which is able to handle non-linear comeuinprograms of high level languages
and

¢ the first approach which incorporates data types to nonitation proof techniques of high level
languages.

We showed the feasibility of the approach by preliminaryeskpents with a prototype implemention.
The implemention is based on the model checker SPIN and thergepurpose verification system KeY.
Even though none of the case studies we can currently haadlihé size and complexity of real software
systems, we are confident that the method will scale to martEx models representing real systems.

Since the second part of our analysis is based on the analys@ncrete execution candidates, we
expect that our approach is also applicable to run-timeyaisahs described in|[3]. This claim will be the
subject of future research, as well as a fully automatedemphtation and an extension to encompass
the Jeron-Jard test for unboundedness.

References

[1] B. Beckert, R. Hahnle, and P. H. Schmitt, editokéerification of Object-Oriented Software: The KeY Ap-
proach LNCS 4334. Springer-Verlag, 2007.

[2] D.Brandand P. Zafiropulo. On Communicating Finite-8tgiachinesJournal of the ACM (JACMB0:323—
342, April 1983.

[3] J. Burnim, N. Jalbert, C. Stergiou, and K. Sen. LoopemgHtiveight Detection of Infinite Loops at Run-
time. InProceedings of the 24th IEEE/ACM International ConfereanéAutomated Software Engineering
(ASE09)2009.

[4] Y. Dong, X. Du, G. Holzmann, and S. Smolka. Fighting Livek in the GNU i-Protocol: a Case Study in
Explicit-State Model Checkinglnt. Journal on Software Tools for Technology Transfer ()] 4(4):505—
528, 2003.

[5] H.Ehrig and B. MahrFundamentals of Algebraic Specificatiorpringer-Verlag New York, Inc., Secaucus,
NJ, USA, 1985.

[6] Etienne Payetand F. Spoto. Experiments with Non-Ternonatnalysis for Java BytecodElectronic Notes
in Theoretical Computer Scienc253(5):83 — 96, 2009. Proceedings of the Fourth WorkshoBydacode
Semantics, Verification, Analysis and Transformation (BBCIODE 2009).

[7] P. Godefroid, N. Klarlund, and K. Sen. DART: Directed Aatated Random Testing. RLDI '05: Proceed-
ings of the 2005 ACM SIGPLAN conference on Programming laggulesign and implementatiopages
213-223, New York, NY, USA, 2005. ACM.

[8] A. Gupta, T. A. Henzinger, R. Majumdar, A. RybalchenkadaR.-G. Xu. Proving Non-Termination. In
POPL '08: Proceedings of the 35th annual ACM SIGPLAN-SIGA@Nposium on Principles of program-
ming languagespages 147-158, New York, NY, USA, 2008. ACM.

[9] G. Holzmann.The SPIN model checker: Primer and reference manfidtlison Wesley, 2004.

[10] T. Jeron and C. Jard. Testing for Unboundedness of FIF@n@els. Theoretical Computer Science
113(1):93-117, 1993.

[11] M. Kamel and S. Leue. Formalization and Validation o tBeneral Inter-ORB Protocol (GIOP) using
PROMELA and SPINInt. Journal on Software Tools for Technology Transfer ()] 2(4):394-409, 2000.

[12] K. Sen, D. Marinov, and G. Agha. CUTE: a Concolic Unit fieg Engine for C. INnESEC/FSE-13: Pro-
ceedings of the 10th European software engineering caméerpages 263-272, New York, NY, USA, 2005.
ACM.

[13] H. Velroyen and P. Rummer. Non-Termination Checking limperative Programs. Ifiests and Proofs
LNCS 4966, pages 154-170, 2008.

[14] G.von Bochmann. Finite State Description of CommutiiaProtocols.Computer Networks2:361-372,
1978.



	Introduction
	Foundations
	Promela/SPIN
	The ADT queue

	Proving non-termination of asynchronously communicating concurrent programs
	Integrating queues in current non-termination-proof techniques (phase R)
	Integer representation of queues
	Using the integer representation

	Generating non-termination candidates (phase C)
	Generating invariants (phase G)
	Performing proof attempts on the candidates (phase P)
	Implementation

	Experiments
	Conclusions

